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To: All Field Offices From: General Counsel
Re: 66F-HQ-A1255972, 11/28/2001

14) FCRA NSL Checklist
Details: In the referenced communication, dated 11/09/2001, the
Director of the FBI delegated the authority to certify NSLs to
the following officials: (1) the Deputy Director; (2) The
Assistant Directors (ADs) and all Deputy Assistant Directors
(DADs) of the Counterterrorism Division (CTD) and the National

Security Division (NSD); (3) the General Counsel and the Deputy
General Counsel for National Security Affairs (DGC), Office of
the General Counsel (OGC); (4) the Assistant Director in Charge

(ADIC), and all Special Agents in Charge (SACs), of the New York,
Washington, D.C., and Los Angeles field divisions; and (5) the
SACs in all other field divisions. The purpose of this
electronic communication is to provide comprehensive guidance on
the preparation, approval, and service of NSLs.

1. Introduction to National Security Letters

NSLs are administrative subpoenas that can be used to obtain
several types of records. There are three types of NSLs. First,
pursuant to the Electronic Communications Privacy Act (ECPA), 18
U.8.C. § 2709, the FBI can issue NSLs for: (1) telephone
subscriber information (limited to name, address, and length of
service); (2) telephone local and long distance toll billing
records; and (3) electronic communication transactional records.
Second, pursuant to the Right to Financial Privacy Act (RFPA), 12
U.S.C. § 3414 (a) (5), the FBI can issue NSLs to obtain financial
records from banks and other financial institutions. Finally,
pursuant to the Fair Credit Reporting Act (FCRA), 15 U.S.C. §
1681lu, the FBI can issue NSLs to obtain consumer identifying
information and the identity of financial institutions from
credit bureaus.

NSLs are tools available in investigations conducted under
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations (FCIG).
The FCIG currently provide that an NSL can be issued during the
course of a full international terrorism or foreign
counterintelligence investigation. NSLs cannot be used in
criminal investigations unrelated to international terrorism or
clandestine intelligence activities. | |

b2

b7E




To: All Field Offices From: General Counsel
Re: 66F-HQ-A1255972, 11/28/2001

b2

b7E

2. General Policyv on the Use of NSL Authority

NSLs are powerful investigative tools, in that they can
compel the production of substantial amounts of relevant
information. However, they must be used judiciously. The USA
PATRIOT Act greatly broadened the FBI's authority to gather this
information. However, the provisions of the Act relating to NSLs
are subject to a "sunset" provision that calls for the expiration
of those provisions in four years. In deciding whether or not to
re—-authorize the broadened authority, Congress certainly will
examine the manner in which the FBI exercised it. Executive
Order 12333 and the FCIG require that the FBI accomplish its
investigations through the "least intrusive" means. Supervisors
should keep this in mind when deciding whether or not a
particular use of NSL authority is appropriate. The greater
availability of NSLs does not mean that they should be used in
every case.

In addition, the removal of any requirement for FBIHQ
coordination in the issuing of NSLs creates the possibility of
duplicate requests for the same information by different field
offices. Field offices must take steps to avoid this. 1In -
particular, the field should check FBI databases (ACS, Telephone
- Application, etc.) and open sources to see if the information
sought has already been obtained by the FBI or whether it is
publically available. This is particularly important when
considering issuing NSLs for telephone or electronic
communications data under the Electronic Communications Privacy
Act (ECPA). Unlike the criminal authorities in ECPA, the NSL
authority does not require the government to reimburse carriers
or Internet Service Providers (ISPs) for the cost of producing
the requested information. A dramatic increase in duplicate NSLs
will only augment existing pressure to require governmental
reimbursement.

Individual field offices have the responsibility for
establishing and enforcing an.appropriate review and approval
process for the use of NSL authorities.




To: All Field Offices From: General Counsel
Re: 66F-HQ-A1255872, 11/28/2001

3. The Mechanics of Producing NSLs

For all types of NSLs, the issuing office needs to prepare
two documents: (1) the NSL itself; and (2) an EC approving the
NSL and documenting the predication. Model NSLs and ECs for all b2
variations of the three types of NSLs are included as attachments ,,

B
to this communication. These materials will also be placed on

t+hel I
Once the 1nitial implementation of these new authorities

15 accomplished, NSLU will work to develop a macro or form to
further streamline the NSL process.

A. The NSL

b2
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To: All Field Offices From: General Counsel
Re: 66F-HQ-R1255972, 11/28/2001

The second paragraph of every NSL contains the statutorily

required certification language. The certification languade is

virtuallyv jidentical for everv NSIL,

b2

b7E

b2

bL7E

The model NSLs for financial records and electronic
communication transactional records each have a separate

attachment.

These attachments provide examples of information




To: All Field Offices From: General Counsel
Re: 66F-HQ-A1255972, 11/28/2001 '

which the company might consider to be financial or electronic
communication transactional records. '

Finally, the NSL is an unclassified document because it does
not detail the specific relevance of the requested records to an
authorized FBI investigation. There is no need to classify the
NSL when attaching it to the cover EC.

B. The Cover EC
b2
b7E
1) Field Descriptors
b2
b7E




To: All Field Offices From: General Counsel
Re: 66F-HQ-A1255972, 11/28/2001

b2
b7E
2) Predication and Relevance
The USA PATRIOT Act has greatly simplified the NSL process.
The FBI official authorizing the issuance of an NSL is no longer
required to certify that there are specific and articulable facts
giving reason to believe that the information socught pertains to
a foreign power, or an agent of a foreign power. NSLs may now be
issued upon a certification of relevance to an authorized '
investigation to protect against international terrorism or
clandestine intelligence activities.
b2
b7E
The relevance reguirement ties the reaguested records to the
appropriate |b2
b7E




To: All Field Offices From: General Counsel
Re: 66F-HQ-A1255872, 11/28/2001

b2

b7E

3) Approval

The second paragraph in the "Details" section and the
"Approved By" descriptor field of the EC should reflect the level
of the official approving the issuance of the EC and signing the
NSL's certification. Prior to certification, every NSL and cover
EC issued by the field division should be reviewed by the squad
supervisor, the 0Office of the Chief Division Counsel, and the
ASAC. Lawyers reviewing NSL packages should use the checklists
provided with this communication toc ensure legal sufficiency.

The last step in the approval process occurs when the certifying
official (Deputy Director, ADs, General Counsel, ADICs, DADs,
DGC, or SACs) personally signs the NSL and initials the EC.
Certifying officials may not further delegate signature
authority. :

4) Reporting Requirements

NSLU will continue to prepare the mandatory reports to
Congress required for each NSL type. To ensure that NSLU
receives sufficient information to prepare these reports, it is
critical that the person preparing the NSL package follow the NSL
and EC models very carefully. The second lead in every model EC 45
requests NSLU to "record the appropriate information needed to
fulfill the Congressional reporting requirements for NSLs." NSLU P7E
will be able to compile the reporting data provided that the
cover EC includesl| |

being

requested in the NSL. Once NSLU has entered this reporting data
into its NSL database, it will clear the lead set in the cover
EC.

5) Transmittal

b2
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To: All Field Offices From: General Counsel
Re: 66F-HQ-A1255972, 11/28/2001

b2

b7E

4, NSI, Preparation Assistance

Some field divisions may, for a variety of reasons, opt not
to exercise their delegated authority to issue NSLs. Other field
divisions may exceed their capacity to issue NSLs and seek
assistance in handling the overflow. NSLU will continue to
process any NSL request that it receives. Field divisions should
send their requests directly to NSLU, with information copies to
the FBIHQ substantive unit. Such requests must contain all the
information identified in this communication as necessary to
prepare the NSL package. NSLU anticipates that it will be able
to process such requests within one to three business days.

Any guestions regarding this communication may_be directed
tol NSLU, OGC, at

bé

b7C




To: All Field Offices From: General Counsel
Re: 66F-HQ-A1255972, 11/28/2001

LEAD (s) :
Set Lead 1: (Adm)

ALL, RECEIVING OFFICES

Distribute to all supervisory personnel involved in the
National Security Letter process.

*

10
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(Draft responses to Senate Judiciary QFRs, 07/14/2004)
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QUESTIONS FOR 10/23/03 INTELLIGENCE COMMITTEE HEARING
ON THE USA PATRIOT ACT
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USA PATRIOT Act and Libraries
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(Draft responses to Sen. Judiciary Q's, 08/20/2002)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/29/2002
To: Counterterrorism Attn: Section and Unit Chiefs
Counterintelligence Section and Unit Chiefs

From: Office of the General Counsel

National Security Law Unit (NSLU)/Room
Contact:

Approved By: Bowman M E

b2
Drafted By: | | b6

b7
Case ID #: 66F-HO-A1247863  (Pending) ¢

Title: PROCEDURAL GUIDANCE RELATED TO
NEW FISA PEN REGISTER AUTHORITY

Synopsis: Summarizes FISA pen register/trap and trace
authorities and reiterates procedures for regquesting such
authority.

Reference: 66F-HQ-A1247863 Serial 70

Administrative: This is a privileged FBI attorney communication;
do not circulate outside the FBI without the permission of OGC.

Details: Changes to FISA pen register/trap and trace authorities
under the "USA Patriot Act" were summarized in the above
referenced electronic communication. In response to requests for
clarification of procedures relating to requests for FISA pen
register/trap and trace authorities, the National Security Law
Unit (NSLU) is providing the following guidance.

I. Legal Basis for Initiation of FISA Pen Reqgister/Trap and Trace

The "USA Patriot Act" revised the legal standard for
initiating a FISA pen register/trap and trace.' These Orders are
now available whenever the FBI certifies that "the information
likely to be obtained is foreign intelligence information not
concerning a United States person, or is relevant to an ongoing
investigation to protect against international terrorism or
clandestine intelligence activities, provided that such

' 50 U.S.C. § 1842




To: Counterterrorism From: Office of the General Counsel
Re: 66F-HQ-A1247863, 03/29/2002

investigation of a United States person is not conducted solely
upon the basis of activities protected by the First Amendment to
the Constitution."?

Use of this technique is authorized in full
investigations properly opened under the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations (FCIG). The FCIG require that
full foreign counterintelligence investigations be personally
authorized by the relevant Special Agent in Charge, or Assistant
Special Agent in Charge with exclusive responsibility for a
specific foreign counterintelligence program following written
notification to FBIHQ.

II. Process for Obtaining Pen Register/Trap and Trace Authority

No procedural changes were required as the result of
revisions made by the "USA Patriot Act." Requests for pen
register/trap and trace authority should be submitted with an

b2
b7E
b2
b7E
iand a brief statement explaining the nature of the
investigation and the relevance to that investigation of the
information sought through the pen register/trap and trace.
NSLU and OIPR plan to develop additional guidance to
further streamline this process. Questions relating o thega b2
matrters mav he directed o Assistant General Counsel
bé
bC

2 50 U.S.C. § 1842(a)(1).
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To:
Re:

Counterterrorism From: Office of the General Counsel
66F-HQ-A1247863, 03/29/2002

LEAD (s) :

Set Lead 1: (Adm)

ALL RECEIVING OFFICES

Distribute to relevant personnel involved in FCI/IT

investigations.
CC:
* 1 - Mr. Parkinson

1 - Mr. Bowman
1 - NSLU Attorneys




ALL INFORMATICON COMNTATIMED
HEREEIN 135 URCLASEIFLIED
DATE 08-09-Z005 EY 651792 DMH/ ELH

U.S. Department of Justice

Federal Bureau of Investigation

0o—ov-0445

Washington, D. C. 20535-0001

July 16, 2002

bé

b7C

Dear

Senator Barbara Mikulski requested the FBI to address
your concerns regarding certain provisions of the "Uniting and
Strengthening America Act by Providing Appropriate Tcols Required
to Intercept and Obstruct Terrorism Act of 2001" (Patriot Act).

I will address two sections of the law that are relevant to your
inquiry.

First, section 215 of the Patriot Act amended the
business records provision found in Title V of the Foreign
Intelligence Surveillance Act. With passage of the Act, Congress
established "relevance" to an investigation pertaining to
international terrorism or clandestine intelligence activities as
the legal standard for exercising this authority.! Thus, law
enforcement authorities may seek a court order for the production
of business records (including papers, documents, and other books
and records from a business or other entity) provided that the
records relate to an investigation properly authorized under the
Attorney General Guidelines for FBI foreign counterlntelllgence
investigations.?

Furthermore, the Patriot Act explicitly states in
section 215 that no investigation of a United States person can
be conducted solely upon the basis of activities protected by the
First Amendment to the Constitution. The FBI does not base
investigations on how persons exercise their First Amendment
rights.

' The prior standard established by Congress was relevance and "specific

and articulable" facts giving reason to believe that the person to whom the
records related was an agent of a foreign power.

? This authority can be used to obtain records from libraries and

bookstores although it is not designed specifically for application to any
particular categories of institutions or businesses.
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Second, you referenced provisions in the law that apply
to Internet Service Providers (ISPs). Under section 505 of the
Patriot Act, Congress established the same legal standard for
obtalning National Security Letters (NSLs) as it did for the
business records authority. NSLs are administrative subpoenas
which can be issued in foreign counterintelligence investigations
properly authorized under guidelines issued by the Attorney
General to obtain telephone and electronic communication records
from telephone companies and ISPs, as well as records from
financial institutions, and information from credit bureaus.
Secticn 505 also states that no investigation of a United States
person can be conducted solely upon the basis of activities
protected by the First Amendment.

The FBI has significant experience in its foreign
counterintelligence investigations with persons using public
libraries for clandestine and anonymous communications via
library Internet access. It is, therefore, critical that we have
the ability to obtain records of those communications.

The laws which established the business record and the
NSL authority contain provisions that prohibit officers,
employees or agents of companies receiving such orders from
disclosing to the individual under investigation or to persons
outside the company the fact that the FBI has sought or obtained
access to information or records. Such provisions are intended
to protect the integrity of the lawfully authorized
investigation.

The changes made by the Patriot Act were thoroughly
discussed and considered by Congress before they were enacted and
are designed to enhance our ability to safeguard national
security. They represent, in our view, a principled approach to
balancing individual liberties with public safety.

I hope this information is beneficial to your
understanding of these important and timely issues.

Sincerely yours,

M. E. Bowman
Deputy General Counsel
National Security Law Branch

bé

1 - Staff Aide
U.S. Senator Barbara A. Mikulski b7C
Hart Senate Office Building, Suite 709
Washington, D.C. 20510-2003
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(Draft QFRs, 01/30/2003)
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Questions from Senator Russell Feingold
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Questions from Senator Maria Cantwell
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(Draft responses to QFRs, 06/06/2002)
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Questions from Senator Maria Cantwell
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(Draft response to Sen. Cantwell, 01/24/2003)
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Message

(OGC) (FBI)

Page 1 of 1

ALL THFCORMATION CONTATINED
HEREIN IS UNCLAZBEIFIED
DATE 09-08-2005 BY @5517% DMHSELH 05-cv-0845

From: THOMAS, JULIE F. (OGC) (FBI)

Sent: _Thursday, March 10, 2005 6:01 PM

To: (OGC) (FBI)
Cc: 0OGC) (FBY)
Subject: Just getting back to you

UNCLASSIFIED
NON-RECORD

| wanted to get back with you regarding my meeting wit

bé

b7C

b2 bTE

P{ his morning. We discusseQthﬂiﬂafk
of movement. She admitted she has a stack of them on her desk because she removed them from

review. She hopes to have all of them reviewed by Monday. | am hopeful we will start to see movement again.
We will see. | reminded her that Valerie has got to testify about our use of these probably in mid-April. | believe bé

ill do her best, she is simply a voice crying out in the wilderness over there.

b7C

On the threat list, where do we stand? Who is your contact in the substantive units? Keep me in the loop.

Julie F. Thomas

DGC, National Security Law Branch
Office of the General Counsel

Room 7975

202-324-8528

202-324-1023 (fax)

UNCLASSIFIED

6/17/2005
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ALL THEORMATION CONTATINED
OGC FBI HEREIN I& UMCLAZEIFIED
( )( ) DATE 02-0%-2005 BY B517% DMHSELH 0O5-cwv-0845

bé

From: GULYASSY, ANNE M. (OGC) (FBI)
Sent:  Wednesday, October 20, 2004 9:16 AM
To: THOMAS. JULIE F. (OGC) (FBN)]

b7C

Ce: [oGe) (FBi)
Subject: FW: ACLU's Position with regard to Section 215 of the PATRIOT Act:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I:}ound this article in connection with ACLU's FOIA suits, but | thought you would find it interesting in terms of

its discussion of Section 215 and NSLs generally. Anne

----- Original Message----- b6
From: {OGC) (FBI)
+ Tieeday Ocfaher 102004 6:32 PM b7e
Tj |HARDY, DAVID (RMD) (FEI);
[GULYASSY, ANNE M. (OGC) (FBI); BOWMAN, MARION E. (OGC)
(FBD) |

Subject: ACLU's Position with regard to Section 215 of the PATRIOT Act:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I thought you would all find interesting the attached article in pdf | came across last night as | was surfing through
the ACLU's website. :

1
I | b2
Assistant General Counsel
Office of the General Counsel b6
b7C |

THIS IS A PRIVILEGED ATTORNEY-CLIENT/WORK PRODUCT COMMUNICATION AND IS NOT TO.
BE DISTRIBUTED OUTSIDE OF OGC WITHOUT PRIOR APPROVAL

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

6/17/2005
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(OGC) (FBI)
From: Caproni, Valerie E. (OGC) (FBI) bé
Sent: Wednesday, March 30, 2005 11:561 AM bIC
To: | |(coca) (FBI)
Cc: KALISCH, ELENI P. (OCA) (FBI)| | (0GC) (FBI)

Subject: RE: Background Info for upcoming Patriot Act Hearings

UNCLASSIFIED
NON-RECORD

OIPR is compiling the numbers. Because DOJ is asking for the numbers through 3/31 the numbers will not be
final until Friday. | will let OIPR know that we need the numbers ASAP.

In terms of the the background info, | think OIPR is doing that too.

----- Original Message-----

From I(OCA) (FBI) DATE 09-09-2005 BY 65179 DMH/ELH 05-cv-DB45
Sent: Wednesday, March 30, 2005 11:43 AM :

To: Caproni, Valerie E. (OGC) (FBI) b6

Cc: KALISCH, ELENI P. (OCA) (FBI);| (OGC) (FBI) b7C
Subject: Background Info for upcoming Patrio earings

UNCLASSIFIED
NON-RECORD

Valerie - just to follow-up on our conversation yesterday re the DOJ decision to declassify certain data re
use of specific provisions. |s OGC compiling #s (10/26/01 - 3/31/05) for the following provisions as
enumerated in the draft Baker memo? :

1. # of orders under §206 (roving fisa surveillance)

2. # of attorney hours at OIPR as a result of §207 extensions

3. # of PR/TT orders under §214 b2 b7E
4. # of orders under §215 (business records) - DOJ is planning to declassify total and #s within caltegories
[ info in

COnjuncton with FIR7/ T 1.

The draft memo would declassify # of orders approved by the Court. I'm assuming that the total # of orders
requested (either requested by FBI and not approved by DOJ or requested by DOJ and not approved by
the Court) will remain classified?

Is OGC compiling background info re the cases approved in these categories? (i.e. if there were X §215
orders approved, can we identify the X cases and give the Director some background info?)

Sorry if this is redundant based on our conversation, but | wanted to confirm what info is being gathered.
Thanks,

b2
Office of Congressional Affairs
b6
b7C
6/17/2005
————————
Jessage . - Page2of2
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Message Page 1 of 1
ALL THFORMATION CONTATNED
HERETN IS UNCLASSIFTIED
OGC) (FBI) : DATE 03-09-2005 HY 65179 LMH /KLH 05-cv-0845
From: OCA) (FBI)
Sent: Wednesday, March 30, 2005 11:43 AM bé
To: Caproni, Valerie E. (OGC) (FBI) b7C
Cc: KALISCH, ELENI P. (OCA) (FBI (OGC) (FBI)

Subject: Background Info for upcoming Patriot Act Hearings

UNCLASSIFIED
NON-RECORD

Valerie - just to follow-up on our conversation yesterday re the DOJ decision to declassify certain data re use of
specific provisions. Is OGC compiling #s (10/26/01 - 3/31/05) for the following provisions as enumerated in the
draft Baker memo?

1. # of orders under §206 (roving fisa surveiliance)
2. # of attorney hours at OIPR as a result of §207 extensions
3. # of PR/TT orders under §214
i - i i i ithin categories - i.e.
| Enfo in conjunction

With PR7TT. b2 LR

The draft memo would declassify # of orders approved by the Court. I'm assuming that the total # of orders
requested (either requested by FBI and not approved by DOJ or requested by DOJ and not approved by the
Court) will remain classified?

Is OGC compiling background info re the cases approved in these categories? (i.e. if there were X §215 orders
approved, can we identify the X cases and give the Director some background info?)

Sorry if this is redundant based on our conversation, but | wanted to confirm what info is being gathered. Thanks,

Office of Congressional Affairs P2
bhé

b7C

6/17/2005
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Message Page 1 of 1

ALL INFORMATION CONTATHED
HEREIN I3 UNCLASSIFIED

(OGC) (FB|) DATE 09-09-2005 BY 65173 DMH/ZLH 05-cv-0845
From: OGC) (FBI) bé
Sent: _ Thursday, March 17, 2005 12:55 PM BIC
To: OGC) (FBI] |(oGC) (FBI)

Cc:

Subject: Patriot act provision re: public libraries

UNCLASSIFIED
NON-RECORD

CTD is assisting Office of Congressional Affairs prepare the Director for testimony re: patriot act and its sunset
provision (December, 20057?). You are probably going to be getting questions about success stories related to
the changes made by the Act. One question | have gotten is about the provision permitting the FBI to review
records at a public library. CTD is having difficulty determining if this was ever utilized. Does anyone know?

| haven't even been able to determine what the procedure would have been for anyone seeking to use this
provision, does anyone know what the process would be?

NSLB - CTLU 1

b2
bé

b7C

UNCLASSIFIED

6/17/2005




Message Page 1 of 3
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ALL THFOEREMATION CCNTAINED

HEREIN I& UNMCLAZEIFIED

DaATE 03-09-2005 BY 65179 DMH/ELH 05-cv-0845

(OGC) (FBI)

From: OGC) (FBI) b6

Sent: Thursday, March 17, 2005 7:30 AM B7C

To: |
(OGCJ(FBI) OGC]J (FBT)

Subject: RE: Draft Testimony re Patriot Act

UNCLASSIFIED
NON-RECORD

Here is the e-mail whicDis respondingto mné b7c

Do we have PAtriot Act successes.

Sen&ﬂﬂ@nﬁwkl& 2005 2:49 PM

To: OGCQC) (FBI)

Cc: |caproni, Valerie E. (OGC) (FBI)
Subject: RE: Two things

b6
UNCLASSIFIED .
NON-RECORD €

|;| it sounds like you've got the ticket to start drafting testimony for the Director to use for the Senate Judiciary
ommittee Patriot Act hearing scheduled for 4/5/2005. See attached e-mail to GC Caproni with relevant dates -
OCA needs to see a draft of the testimony by Tues, 3/22.

b5

Give me a call to discuss. Thanks,

National Securi Policy and Training Unit
FBI HQ Room
b2
b6
p7C ‘ .
..... Or' i — .
From (OGC) (FBI)
Sent: Thursdav, March 17,2008 7:26 AM
To: (OGC) (FBI);

6/17/2005




Message

| (oGe) (FBI)

Subject: RE: Draft Testimony re Patriot Act

UNCLASSIFIED
NON-RECORD b2

bé

National Security Law Policy and Training Unit
EBI HQ Roo

6/17/2005

From| J(OGC) (FBI)
Sent: Wednesday, March 16, 2005 3:39 PM bé
Toy pca) (FBI) b7C

Subject: RE: Draft Testimony re Patriot Act

UNCLASSIFIED
NON-RECORD

Page 2 of 3

Could you get operaitonal examples foP7€ 1 for this project which we are doing for Congressional Affairs.

If you need operational examples please get them through

National Security Law Policy and Training Unit

FBI HQ Roox] |

From: |OCA) (FBI)

Sent: Wednesday, March 16, 2005 3:36 PM
To|_I Rl(OGC) (FBD) b7C
Cc:

(OCA) (FBI); THOMAS, JULIE F. (OGC) (FBI)
Subject: Draft Testimony re Patriot Act

UNCLASSIFIED
NON-RECORD

bé

b2
bé

b7C

GC) (FBI); Caproni, Valerie E. (OGC) (FBI); KALISCH, ELENI P.

:lattached is some info that might assist in drafting testimony.

1. Testimony of RSM 2004 - the Patriot Act was just a piece of more general testimony, but
this gives you a flavor of the tone of his testimony.

2. Sunsets Report Final Draft - | expect that the AG's testimony for the 4/5 hearing will draw
heavily from this document that was prepared by DOJ OLP. For that reason and because it
primarily is a legal analysis (v. practical), | don't think that we should rely heavily on it, but it
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might be helpful.

3. DOJ Patriot Act Report - | think Section |l of this report might be a good place to start. It
contains some examples, but they might be a bit tired / overused. See next doc for additional
examples.

4. Sunset - field input - This doc was based on an OGC survey and contains case examples
for many of the provisions. The problem is that DOJ will not clear testimony that has pending
case examples... still, there might be something that we can use.

After you've had a chance to review, please give me a call and we can chat.

Office of Congressional Affairs

b7C

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
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Patriot Act

The USA PATRIOT Act has proved invaluable in helping the FBI's mission of
fighting terrorism in the United States and abroad.

A.

It has torn down the wall between the FBI criminal and intelligence
investigators by allowing the timely sharing of information to fight
terrorism collectively.

[t has increased the sharing of information between the FBI and other
intelligence agencies.

It has permitted the sharing of grand jury and Title III information with
intelligence officials.

It has permitted Special Agents in Charge of the field offices to issue
National Security Letters (NSLs) for telephone/toll records, electronic
communications records, subscriber information, financial records, and
certain credit information under a standard of “relevance” to an authorized
national security investigation.

It has lowered the standard for a FISA pen register/trap& traces to
“relevance” to an authorized investigation; coupled with revisions to the
Attorney General’s Guidelines for National Security Investigations, this
allows for use of pen registers/trap & trace in Preliminary Investigations.

It has permitted the use of roving FISA wiretaps.

It has given federal judges authority to issue search warrants that are valid
outside the issuing judge's district in terrorism investigations.

It has given FBI investigators authority to obtain full credit reports via a
NSL-type letter for terrorism investigations.

It has increased the number of FISA judges from seven to 11 to help
accommodate the increased number of counterterrorism FISAs; and

It has amended the material support to terrorism statutes to expand the
FBI's ability to arrest financial supporters of terrorism.

Retain intelligence provisions in the PATRIOT Act that are subject to sunset

A.

Sec. 201. Authority to intercept wire, oral, and electronic communications




-

relating to terrorism

B. Sec. 202. Authority to intercept wire, oral, and electronic communications
. relating to computer fraud and abuse offenses.

C. Sec. 203. Authority to share criminal investigative information.
D. Sec. 203(5) (Title IIT) and (d) (Grand Jury)

E. Sec. 204. Clarification of intelligence exceptions from limitations on
interception and disclosure of wire, oral, and electronic communications.

F. Sec. 206. Roving surveillance authority under the Foreign Intelligence
Surveillance Act of 1978.
G. Sec. 207. Duration of FISA surveillance of non-United States persons who

are agents of a foreign power.

H. ‘ Sec. 212. Emergency disclosure of electronic communications to protect
life and limb.

L Sec. 214. Pen register and trap and trace authority under FISA.

J. Sec. 215. Access to records and other items under the FISA.

K.~ Sec. 217.‘Intercepti0n of computer trespasser communications.

L. Sec. 218. Foreign intelligence information. Section 218 is the section that

sets the "significant purpose" standard in FISA. Should section 218
expire, the November 18, 2002 FISA Court of Review Opinion would
become the legal standard for the initiation and continuation of FISA
searches and surveillances. The Court of Review upheld the “significant -
purpose” standard, but absent the language of the USA PATRIOT Act, the
purpose of FISA searches and surveillance will become intelligence
collection, no matter what other purpose may exist. It can be argued that
this change would be a narrower, more restrictive standard than the USA
Patriot Act created.”

1L ‘What other legislative changes are needed?
A. National Security Letters (NSLs)
1 Create an enforcement mechanism.
a. The statutes providing for NSLs lack énforcement provisions.

As aresult, some record holders do not comply. Changes to
N the NSL statutes are already being considered by DOJ due to
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Patriot Act

The USA Patriot Act has pfoved invaluable in helping the FBI's mission to fight
terrorism in the United States and abroad.

A, It has torn down the wall between the FBI criminal and intelligence
investigators by allowing the timely sharing of information to fight
terrorism collectiyely. . . '

B. It has increased the sharing of information between the FBI and other
intelligence agencies. '

C. It has permitted the sharing of grand jury and Title III information to
intelligence officials.

D. It has permitted the field office Special Agents in Charge to issue National
Security Letters (NSLs) under a relevance to an FBI investigation standard
for telephone/toll records, electronic communications records, subscriber
information, financial records, and certain credit information.

E. It has lowered the standard for a FISA pen register/trap& traces to
“relevance” to an authorized investigation; coupled with revisions to the
Attorney General’s Guidelines for National Security Investigations, this
allows for use of pen registers/trap & trace in Preliminary Investigations.

F.  Ithas permitted the use of roving FISA wiretaps.

G. It has given federal judges authority to issue search warrants that are valid
outside the issuing judge's district in terrorism investigations.

H. It has given FBI investigators authority to obtain full credit reports via a
NSL-type letter for terrorism investigations.

L. It has increased the number of FISA judges from seven to 11 to help
accommodate the increased number of counterterrorism FISAs; and

J. It has amended the material support to terrorism statutes to expand the
FBI's ability to arrest financial supporters of terrorism.

Retain intelligence provisions in Patriot Act that are subject to sunset -

A. Sec. 201. Authority to intercept wire, oral,.and electronic communications
relating to terrorism '
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B. Sec. 202. Authority to intercept wire, oral, and electronic communications
relating to computer fraud and abuse offenses.

C. Sec. 203. Authority to share criminal investigative information.
D. Sec. 203(b) (Title IIT) and (d) (Grand Jury)

E. Sec. 204. Clarification of intelligence exceptions from limitations on
interception and disclosure of wire, oral, and electronic communications.

F. Sec. 206. Roving surveillance authority under the Foreign Intelligence
Surveillance Act of 1978.
G.  Sec.207. Duration of FISA surveillance of non-United States persons who.

are agents of a foreign power.

H.  Sec.212. Emergcnéy disclosure of electronic communications to protect -
life and limb.

L. .Sec. 214. Pen register and trap and trace authofity under FISA.

J. Sec. 215. Access to reqords and other items under the FISA.

K. Sec. 217. Interception of compufer trespasser communications.

L. Sec. 218. Foreign intelligence information. Section 218 is the section that

_ sets the "significant purpose" standard in FISA. It should be noted that
should this expire, the November 18, 2002, FISA Court of Review
Opinion would set the FISA standard. The Court of Review upheld the
"significant purpose" standard, but if the Patriot Act goes away, you
would be left with the Court of Appeals standard that a purpose be
intelligence, no matter what other purpose you have. It could be argued
that this standard is lower than the Patriot Act.

What other legislative changes are needed?
A. Amend FISA Statute 1806(b) and 1825(c) required caveats.

1. Revise the FISA caveat requirement so that FISA-derived
information may be shared for terrorism screening and "lead
purposes” without the need to include a statement that such
information may only be used in a eriminal proceeding with the
advance authorization of the AG. In the current era of information
sharing, inclusion of this language is a red flag signaling the use of
FISA techniques. Moreover, if the information is disseminated only
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(OGC) (FBI)

, b6
From: (INSD) (FBY) ~

b7C
Sent:  Wednesday, July 21, 2004 8:21 AM

To: FOGLE, TONI M. (INSD) (EB! lunsoy (ER)) |(OPR)
(FBI) (OPRT(FBN

ce: | loce) (Fi)| [oGe) (FBI);
NSDy {FBT) .

' Subject: RE: Questions for the Record from Director's 5/20/04 Senate Hearing

ALL INFOREMATION COMTAIMED
HEEREIM IS UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED : DATE O8-17-2005 BY 65179 DMH/CLS
NON-RECORD Ch# 05-CV-0845
b6

We no longer have to reply to the last question re non-content communications. -

From: FOGLE, TONI M. (INSD) (FBI)

Sent; Tuesdav, Jul 004 8:24 PM
Td i NSD) (FBI) kopr) (FBD)| bPR)
(FBL) (OPR) (FBI

Cc (OGC) (FBI (OGC) (FBI INSD)
(FBIY INSD) (FBIT .
Subjéctr Questions tor the Record from Director's 5/20/04 Senate Hearing

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b6
ksystem search) — b7C

| have been asked to respond to an urgent request from OCA -- and | need to know the following:

Has the FBI (they also ask about DOJ and DCI -- but { wouldn't even know where to go to get those
responses)

--received any complaints regarding the application or implementation of Section 203 of the USA-Patriot
Act? v

--received any complaints regarding the application or implementation of Section 206 of the USA-Patriot
Act? :

--received any complaints regarding the application or implementation of Sectidn 207 of the USA-Patriot
Act?

--received any complaints regarding the application or implementation of Section 209 of the USA-Patriot
Act? '

--received any complaints regarding the application or implementation of Section 212 of the USA-Patriot
Act? '

--received any complaints regarding the application or implementation of Section 215 of the USA-Patriot

7/21/2004
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Act?

--received any complaints regarding the application or implementation of Section 217 of the USA-Patriot
Act?

—received any complaints regarding the application or implementation of Section 218 of the USA-Patriot
Act?

—-received any complaints regarding the application or implementation of Section 220 of the USA-Patriot
Act? .

If so, describe the disposition of any such complaint.

We were also asked to respond to the following question -- but I'm not sure we are the appropriate
responding entity: v

"Has the Intelligence Community, Department of Justice, or Federal Bureau of Investigation developed
regulations or directives defining the meaning of non- content communications? If such regulations or
directives have been issued, please provide copies to the Committee.”

Please let me know positive and negative fast -- (we were missed in the original dissemination).

|- | copied you guys just in case you knew of something out there we weren't aware of.}

bé
SENSITIVE BUT UNCLASSIFIED b7¢C

SENSITIVE BUT UNCLASSIFIED

7/21/2004
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(OGC) (FBI)

From: FOGLE, TONI M. (INSD) (FBI)
Sent: Tuesday, July 20, 2004 8:24 PM

To: W | oPR) (FBY)
OPRY (FBI} '

CC: | Ilf\{"f‘\ ICDI\I (OGC) (FB')

(INSD) (FBI) OO
- . ALL ITNFORMATION CONTATINED
Subject: Questions for the Record from Director's 5/20/04 Senate Hearing HERETH TS UNCLASSIFIED
DATE 08-17-2005 BY #5172 DMHSCLE
SENSITIVE BUT UNCLASSIFIED : Ca# 05-Cv-0845
NON-RECORD
b6
system search) -- BIC

| have been asked to respond to an urgent request from OCA -- and | need to know the following:

Has the FBI (they also ask about DOJ and DCI -- but | wouldn't even know where to go to get those responses)

--received any complaints regarding the application or implementation of Section 203 of the USA-Patriot Act?

--received any complaints regarding the application or implementation of Section 206 of the USA-Patriot Acf? .
--received any complaints regarding the application or implementation of Section 207 of the USA-Patriot Act?
--received any corﬁpléints regarding the application or implementation of Section 209 of the USA-Patriot Act?
--received any complaints regarding the application or implementation of Section 212 of the USA-Patriot Act?
--received any complaints regarding the application or implementation of Section 215 of the USA-Patriot Act?
--received any coamplaints regarding thé application or implementation of Section 217 of the USA-Patriot Act?
--received any complaints regarding the application or implementation of Section 218 of the USA-Patriot Act?
.--received_ any complaints regarding the application or implementation of Section 220 of the.USA-Patriot Act?
if so, describe the disposition of any such complaint.

WT‘ t\;Ivere also asked to respond to the foHowing‘ guestion -- but I'm not sure w.e are the appropriate responding
entity:

"Has the Intelligence Community, Department of Justice, or Federal Bureau of Investigation developed
regulations or directives defining the meaning of non- content communications? If such regulatlons or directives
have been issued, please provide copies to the Committee.”

Please let me know positive and negative fast -- (we were missed in the original dissemination).

b6
- | copied you guys just in case you knew of something out there we weren't aware of.} b7C

SENSITIVE BUT UNCLASSIFIED

7/21/2004
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To: Counterterrorism Attn: AD Bald
: DAD Harrington

General Counsel Attn: —GeEmeErar counsel Caproni
DGC Kelley
International Operations Attn: SAC Fuentes b6
Laboratory Attn: AD Adams b7e
DAD Hildebrand
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' DAD Andress
Records Management Attn: AD Hooton

DAD Hendershot

ALL INFORMATION CONTAINED

From: Office of Congressional Affairs : HEREIH T8 UNCLASSIFIED
Room 724 DATE 08-18-2005 BY £5179% DMH/CLS
Contact: | ca# 05-cv-0845
b2
Approved By: Powers Richard C e b6
Drafted By: bIC b7C

Case ID #: 62F-HQ-1077726 Serial 321

Title: QUESTIONS FOR THE RECORD FOLLOWING
THE DIRECTOR'S MAY 20, 2004 HEARING
BEFORE THE SENATE JUDICIARY COMMITTEE

Synopsis: To request responses to Questions for the Record
submitted by the Senate Committee on the Judiciary following the
Director's 5/20/04 oversight hearing.

Details: The Senate Committee on the Judiciary has posed many
Questions for the Record based on the Director's 5/20/04
oversight hearing. Those questions are provided, verbatim,
below, along with an indication of the Division we believe most
likely to possess responsive information. Many of these




To: Counterterrorism From: Office of Congressional Affairs
Re: 62F-HQ-1077726, 06/09/2004

questions have subparts. If no assignment is made with respect
to the subparts of a given question, they are to be answered with
the main question. If you believe a specific question would be

appProRLl ly directed to another entity, please contact[::]
| ext. for reassignment of the gquestion.

Please make every effort to avoid classified responses.
If a classified response is necessary, please clearly mark that
information so that it can be transmitted to the Committee
separately. In addition, if pending case information will be
involved, please indicate any such information that would .
preclude us from answering. These responses will be coordinated
with DOJ before transmission to the Committee.

The Committee's guestions follow.

Questions Posed by Senator Hatch

Cn May 24, 2004, the FBI National Press Office issued a press
release regarding the misidentification and release from custody
of Brandon Mayfield. I am concerned that the FBI arrested an
American citizen, incarcerated him, and subsequently released him
from custody because of a misidentified fingerprint.

1. Laboratory Division (ID) (in coordination with the
Counterterrorigm Divigion (CTD)). In order to more fully
understand this issue, please provide a chronology of events
leading up to the misidentification of Mr. Mayfield. Include in
this chronology an explanation of the events leading up to the
initial identification of Brandon Mayfield as well as the
circumstances that led to acknowledgement that Mayfield had been
misidentified. Specifically, what efforts were made to secure
the original or best fingerprint evidence? How many requests
were made? Was there any attempt to utilize the actual prints
held by the authorities in Spain? How many visits to Spain were
made regarding the fingerprints in question? When was Mr.
Mayfield officially identified? At what point did the FBI become
aware of the doubts of the Spaniards as to Mr. Mayfield being the
owner of the prints in question? When did the FBI discover the
misidentification? What actions were taken immediately following
the misidentification?

2. LD.

a. Please describe the standard protocolg and
methodologies that FBI fingerprint examiners use to determine
whether a particular latent fingerprint is of value for

b2
bé

b7C




To: Counterterrorism From: Office of Congressicnal Affairs
Re: 62F—HQ—10777?6, 06/09/2004

- a. In how many such cases has the authorities to delay
notification been used?

b. In how many such cases has the authority added by
Section 213(b) (1), which allows a delay where "the court finds
reasonable cause to believe that providing immediate notification
of the execution of the warrant may have an adverse result" been
used? Please describe the circumstances in each of these cases.

¢. In how many such cases has the authority set forth
in 18 U.S.C. 2705 (E), which provides for delay in cases which
would "otherwise seriously jeapor{dize] an investigation or
unduly [delay] a trial" been used? Please describe the
circumstances in each of these cases?

83. Sections 201 and 202 of the USA-Patriot Act added a number
of offenses to the "predicate offense list" applicable to
criminal ‘wiretaps pursuant to Chapter 119 of Title 18. The _
following question pertains to the time period since the passage
of the USA-Patriot Act, October 26, 2001.

a. OGC. In how many cases has have the newly-added
predicate offenses been used to support an application for a
.criminal wiretap under the authority of Chapter 119 of Title 18?2

b. 0OGC. In how many such cases has the newly-added
predicate offense been the only predicate offense asserted as the
basis for the warrant, i.e., where a warrant could not have been
lawfully issued but for the passage of the additional criminal
predicates?

c. Inspection Divigion. ‘Has the Department of Justice
or the Federal Bureau of Investigation received any complaints
regarding the application or implementation of Sections 201 ox
202 of the USA-Patriot Act? If so, please describe the nature
and disposition of any such complaint. '

d. QOGC. Based upon the application of this provision
of law during the period since its passage, are there changes to
this statute, including the addition.of predicate crimes, which
the Congress should consider?

84. Sections 203 (b) and 203(d) of the USA-Patriot Act provide
specific authority for the provision of intelligence information
acqguired in the course of a criminal investigation to elements of
the Intelligence Community. Section 901 of the same act makes
such disclosure in most cases mandatory. The following questions
pertain to the implementation of these sections.

29
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Re: 62F-HQ-1077726, 06/09/2004

a. OGC. Section 203{(c) of the USA-Patriot Act
requires the Attorney General to "establish procedures for the
disclosure for the disclosure of information” as provided for in
Section 203. Have such procedures been promulgated? If so,
please provide a copy of those procedures to the Committee.

b. OGC. Section 203 (b) specifically provides
authority "to share electronic, wire, and oral interception
information" where such information is foreign intelligence
information. What is the method for disseminating such
information to the Intelligence Community?

(i) In your testimony you made reference to \
newly-created procedures by which the Federal Bureau of
Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for
dissemination of Section 203 (b) material? j x%}

(1) If so, how many such reports have been
issued?

(2) Has the Federal Bureau of Investigatio?/J
developed procedures to ascertain the quality and value of such
intelligence reports?

c. OGC. Section 203(d), the so-called "catch-all™
provision, provides a general authority to share foreign
intelligence information with the Intelligence Community. What
is the method for disseminating such information toc the
Intelligence Community?

(i) In your testimony you made reference to
newly-created procedures by which the Federal Bureau of
Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for @(}
dissemination of Section 203(d) material? gﬁf

(1) 1If so, how many such reports have been
issued? :

(2) Has the Federal Bureau of Investigation
developed procedures to ascertain the quality and value of such
intelligence reports? i

d. OGC. Section 905(c) of the USA-Patriot Act requires
the Attorney General to "develop procedures for the
administration of this section. . . ." Have such procedures been

promulgated? If so, please provide a copy of those procedures to
the Committee.
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e. Inspection Division. Has the Department of
Justice, the Director of Central Intelligence (in his capacity as
head of the Intelligence Community) or the Federal Bureau of
Investigation received any complaints regarding the application
or implementation of Section 203 of the USA-Patriot Act? If so,
please describe the nature and disposition of any such complaint.

f. OGC. . Based upon the application of this provision
of law during the period since its passage, are there changes to
this statute which the Congress should consider?

85. Sections 206 of the USA-Patriot Act, the so-called "roving
wiretap" provision, permits the issuance of a FISA warrant in
cases where the subject will use multiple communication
facilities. This question pertains the implementation of this
section. during the time period since the passage of the USA-
Patriot Act, October 26, 2001. :

a. OGC. How often has this authority been used, and
with what success? : :

b. OGC. 1In your testimony you made reference to
newly-created procedures by which the Federal Bureau of
Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for
dissemination of material acquired pursuant to the FISA?

(i) If so, how many such reports have been
issued?

(1ii) Has the Federal Bureau of Investigation

developed procedures to ascertaln the quality and value of such
intelligence reports9

c. 0OGC. Some have read this section as providing for
surveillance in cases where neither the identify of the subject
or the facility to be used is known -- in effect, allowing for
the authorization of FISA surveillance against all phones in a
particular geographic area to try to intercept conversation of an
unknown person. Is this the reading of the statute being adopted
by the Federal Bureau of Investigation and the Department of

Justice? If not, please provide your interpretation of this
authority. ' .

(1) Have any briefs been filed with the Foréign
Intelligence Surveillance Court on this subject? If so, please
provide copies of such briefs to the Committee.
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d. Inspection Division. Has the Department of
~Justice, the Director of Central Intelligence (in his capacity as
head of the Intelligence Community) or the Federal Bureau of
Investigation received any complaints regarding the application
or implementation of Section 206 of the USA-Patriot Act? If so,
please describe the nature and disposition of such a complaint.

e. OGC. Based upon the application of this provision
of law during the period since its passage, are there changes. to
~this statute which the Congress should consider?

86. Section 207 of the USA-Patriot Act extends the time limits
provided in the FISA which govern surveillance against agents of
a foreign power.

a. 0OGC. Has the Federal Bureau of Investigation or
the Department of Justice conducted any review to determine
whether, and if so, how many, personnel resources have been saved
by this provision? If so, please provide the results to the
Committee. :

b. 0OGC. Have there been any cases where, after the
passage of the now-extended deadlines it was determined, either
by the Department of Justice, the Federal Bureau of Investigation
or the Foreign Intelligence Surveillance Court, that surveillance
should have been terminated at an earlier point because of the

absence of a legally required predicate?

c. Inspection Division. Has the Department of
Justice, the Director of Central Intelligence {(in his capacity as
head of the Intelligence Community) or the Federal Bureau of
Investigation received any complaints regarding the application
or implementation of Section 207 of the USA-Patriot Act? If so,
please describe the nature and disposition of any such complaint.

d. OGC. Based upon the application of this provision
of law during the period since its passage, are there changes to
this statute which the Congress should consider?

87. Section 209 of the USA-Patriot Act clarified the law. with

" regarding the applicability of criminal search warrants to voice
mail. This question pertains to application of this provision
since its passage.

a. OGC. How many such search warrants have been
issued since passage of this act?

b. OCGC. In such cases, have there been any instances
in which a wiretap, as opposed to a search, warrant would not
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Re: 62F-HQ-1077726, 06/09/2004 :

have been supported by the facts asséxted'in support of the
search warrant. :

c. Inspection Division. Has the Department of Justice
or the Federal Bureau of Investigation received any complaints .
regarding the application or implementation of Section 209 of the
USA-Patriot Act? If so, please describe the nature and
disposition of any such complaint.

: d. OGC. Based upon the application of this provision
of law during the period since its passage, are there changes to
this statute which the Congress should consider?

88. Section 212 .of the USA-Patriot Act permits communications
service providers to provide customer records or the content of
customer communications to the FBI in an emergency situation.
This question pertains to application of this provision since 1ts
passage, and to all instances, not only to terrorism
investigations.

a. OGC. In how many cases has this provision been
used? Please provide a short description of each such case to
the Committee.

- b. 0OGC. In any such case have there been any cases.in
~which, except for the time constraints imposed by the emergency
situation, a conventional wiretap or search warrant, would not
have been supported by the facts available to the Government at
the time of the emergency request? If so, please describe such
situations.

c¢. Inspection Divigion. Has the Department cf Justice
or the Federal Bureau of Investigation received any complaints
regarding the application or implementation of Section 212 of the
USA-Patriot Act? If so, please describe the nature and
disposition of any such complaint.

d. OGC. Based upon the application of this provision
of law during the period since its passage, are there changes to
this statute which the Congress should consider?

89. Section 214 of the USA-Patriot Act permits the use of FISA
pen register/trap & trace orders with respect to electronic
communications, and eliminates the requirement that such use be
only in the context of a terrorist or espionage investigation.
This guestion pertains to application of this provision since its
passage, and to all instances, not only terrorism investigations.
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Re: 62F-HQ-1077726, 06/09/2004

a. OGC. In how many cases has this authority been

used?

(i) How man of such cases were terrorism-
Y
related?

b. 0GC. 0Of the cases in which such authority was
used, in how many was a subsequent application for a full
surveillance order made pursuant to the FISA, or Chapter 19 of
- Title 187

c. Inspection Division. Has the Intelligence
Community, Department of Justice, or Federal Bureau of
Investigation developed regulations or directives defining the
meaning of non- content communications? If such regulations or
directives have been issued, please provide copies to the
Committee.

d. OGC. In your testimony you made reference to
newly-created procedures by which the Federal Bureau of
Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for
dissemination of material acquired pursuant to this section of
the FISA? _ -

(i) If so, how many such reports have been
issued?

(ii) Has the Federal Bureau of Investigation
developed procedures to ascertain the quality and value of such
intelligence reports?

90. Section 215 of the USA-Patriot act authorizes the Foreign
Intelligence Surveillance Court to issue orders permitting FBI to
access "tangible" items in the course of a terrorism or espionage
investigation. The following questions pertain toc the
application of this provision since its inception.

a. OGC. How many times has this authority been used,
and with what success?

b. OGC. Has this provision been used to require the
provision of information from a library or bookstore? If so,
please describe how many times, and in what circumstances.

c. OGC. In your testimony you compared this provision
with existing authority in the criminal context, noting that
records such as library records are subject to a grand jury
subpoena. However, in criminal cases the propriety and
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Re: 62F-HQ-1077726, 06/09/2004

lawfulness of subpoenae are to some extent tested in the
adversary process of a trial - how, in the context of the FISA,
does such a check occur? o

d. OGC. As of October 2004 the Department of Justice
adv15ed that this provision had not been used. If that is true,
is there a necessity to maintain this provision in law? Why?

(1) With respect to the potential applicability
of this section to libraries and bookstores, there has been some
concern that the mere prospect of use of the statute has a
"chilling effect" on the use of these facilities. Can this
chilling effect be minimized, 1f not eliminated, by incorporating
a higher threshold for use in the limited context of libraries
and bookstores? If not, why not?

e. OGC. In your testimony you made reference to
newly-created procedures by which the Pederal Bureau of
Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for
dissemination of material acquired pursuant to this section of
the FISA?

(i) If so, how many such reports have been
issued?

(ii) Has the Federal Bureau of Investigation
developed procedures to ascertain the quality and wvalue of such
intelligence reports?

f. Inspection Division. Has the Department of
Justice, the Director of Central Intelligence (in hisg capacity as
head of the Intelligence Community) or the Federal Bureau of
Investigation received any complaints regarding the application
or implementation of Section 215 of the USA-Patriot Act? If so,
please describe the nature and dispogition of any such complaint.

g. OGC. Based upon the application of this provision
of law during the period since its passage, are there changes to
this statute which the Congress should consider?

91." Section 217 of the USA-Patriot Act authorizes, without court
order, the interception of communications to and from a
tregpasser with a protected computer. This question pertains to
the implementation of this provision since its passage.

_ a. QOGC. How many times has the authority under this
section been used, and with what success? Please provide
descriptions of the circumstances where it has been used.
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b. OGC. Section 217(2)(I) reguires authorization by
the owner of the computer before the section can be applied. Can
this authorization be withdrawn or limited by the owner of the
computer? If so, how and in what circumstances?

c. -Inspection Division. Has the Department of
Justice, the Director of Central Intelligence (in his capacity as
head of the Intelligence Community) or the Federal Bureau of
Investigation received any complaints regarding the application
or implementation of Section 217 of the USA-Patriot Act? If so,
please describe the nature and disposition of each such
complaint. :

92. Section 218 of the USA-Patriot Act created the so-called
"gsignificant purpose" test for applications pursuant the FISA,
clarifying the law toe recognize that in many cases such
surveillance may implicate both a law enforcement and an
intelligence interest. This question pertains to the
implementation of this provision since its passage.

a. OGC. Please provide the Committee with specific
examples, in unclassified form if possible, of cases in which
both law enforcement and intelligence interests were
"“significant."

b. Inspection Division. Has the Department of
Justice, the Director of Central Intelligence (in his capacity as
head of the Intelligerice Community) or the Federal Bureau of
Investigation received any complaints regarding the application
or implementation of Section 218 of the USA-Patriot Act? If so,
please describe the nature and disposition of each such
complaint.

’

c. OGC. Based upon the application of this provision
of law during the period since its passage, are there changes to
this statute which the Congress should consider?

93. Section 220 of the USA-Patriot Act, "Nationwide Service of
Search Warrants for Electronic Evidence" allows for the execution
of a search warrant seeking electronic data anywhere in the
country. This question pertains to the 1mplementatlon of this
provision since its passage

a. OGC. 1In how many cases has this authority been
used?

b. Inspection Division. Has the Department of Justice
or the Federal Bureau of Investigation received any complaints
regarding the application or implementation of Section 220 of the
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USA-Patriot Act? If so, please describe the nature and
disposition of each such complaint.

c. 0GC. Based upon the application of this provision
of law during the period since its passage, are there changes to
this statute which the Congress should consider?

94. OGC. Section 223 of the USA-Patriot Act creates a cause of.
action for willful violations of Title III's electronic
surveillance procedures. Have any such lawsuits been brought?

If so, please provide details of each such case.

95. OGC. Section 225 of the USA-Patriot Act provides immunity
for those who aid in the execution of a FISA ordexr. Has such
immunity been invoked? If so, please describe any such case.

96. The following question pertains to surveillance conducted
pursuant to the FISA.

a. CTD. What is the backlog on processing of
intercepts? What is the average time between interception and
first monitoring.

b. OIC. What percentage of intercepts that are not in
English are translated within 24 hours? A week?

c. QIO. How many hours of FISA intercepts remain
untranslated as of May 20, 20047

d. CTD. Please describe the process of indexing and
retrieving FISA material.

e. O0IQ. 1In the past 5 years, has there been a review
or audit of the accuracy of FBI translations of 1ntercepted or
seized foreign language material?

Questions Posed by Senator Feingold

FBI Role in Trag

97. 0IO.

a. How many special agents, translators, and other FBI
employees have been assigned to work in Irag since March 2003 and
" how many are currently there ?

b. Where were these agents, translators, and other
employees assigned before they were sent to Irag?
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asking him to clarify whether section 215 has been used since
September 18, 2003. (Copy of letter attached.)

a. Please indicate whether section 215 has been used
since September 18, 2003.

, b. 1If section 215 has been used, please describe how
it has been used. How many U.S. perscns and non-U.S. persons
were targets of the investigation? Was the section 215 order
served on a library, newsroom, or other First Amendment sensitive
place? Was the product of the search used in a criminal
. prosecution?

104. CTD. The Security and Freedom Ensured (SAFE) Act (S. 1709)
would amend the roving wiretaps provision of the PATRIOT Act
(section 206) by placing reasonable safeguards to protect the
conversationg of innocent Americans.

a. The SAFE Act would require the FBI to determine
whether the target of the wiretap is present at the place being
tapped. Since the FBI must already comply with this regquirement
when conducting roving wiretaps in criminal investigations .(see
18 U.S.C. § 2518(11), (12)), why shouldn’t Congress require the
FBI to comply with this important requirement when conducting
roving wiretaps in foreign intelligence investigations? Please
explain. '

b. The SAFE Act would also require the FBI to identify
either the target of the wiretap or the place to be wiretapped.
For example, in the event that the FBI has a physical description
of the target but dcoes not know the identity of the target, the
SAFE Act would allow the FBI to conduct a “John Doe” wiretap by
identifying the facilities to be wiretapped. This is a sensible
requirement to protect innocent Americans who are not the target
of an investigation, while still allowing the FBI to conduct
surveillance of suspected terrorists or spies. Why shouldn’t
Congress enact this prudent safeguard? Please explain.

Questions Posed by Senator Durbin

105. Finance Divigsion. You testified that terrorism prevention
is the top priority of the Bureau and that resources have been
diverted within the Bureau in support of this important effort.
However, the fight adgainst terrorism should not come at the cost
of diminished law enforcement in critical areas such as criminal
civil rights violations. Please discuss what resources if any
have been diverted away from the FBI’'s Civil Rights Program since
September 11, 2001.
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(OGC) (FBI)

From: (OGC) (FBI)

b6 ALL THFCERMATION CONTATNED
Sent: Thursdav iy 15 2004 8:33 AM bIC " DATE DO-22-2008 BY 65179 DMH/CLS
To: (OGC) (FBY) CA# 05-CV-0845

~ Subject: Answer to SSCI Question 34

UNCLASSIFIED
NON-RECORD

~

"Prior to the Patriot Act, the FISA statute was interpreted to require that there existed a "primary purpose” of
gathering intelligence in order to secure a FISA Court order. Because of this interpetation of the FISA statute, the
Department of Justice and the FISA Court required that certain procedures be followed in order to share
intelligence with criminal investigators and prosecutors. These procedures were often burdensome, but prior to
the Patriot Act information was shared from intelligence investigations to criminal investigations. This sharing

- was often difficult and burdensome, but intelligence information was shared with criminal investigations."

UNCLASSIFIED

7/15/2004
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CERTIFICATE OF SERVICE OF ATTACHED ORDER

Date and Time of Service

'
ALL IMFORMATION CONTAINED

HEREIN I8 UMNCLABBIFIED

pATE 12-14-2005 BY &517%  DMH/BAW/ PVE

Place of Service

Served upon

Served by

DECLARATION OF SERVER

I declare under penalty of perjury under the laws of the United States of America that the
foregoing information contained in the Certificate of Service of Attached Order is true and
correct.

Executed on | By:
Date Signature of Server

Inquiries Regarding Production May Be Directed to:

Name of Special Agent
Federal Bureau of Investigation
____Field Office

Telephone Number




DATE: "lZ-Ug-=2UUs :
CLASSIFIED BY 65179 DHM/BAW/ BVR P
age 1 of 2

Message REASON: 1.4 ()

DECLASBIFY ON: 12-08-2030

— U= .
CA# 05-Cv-0845 ALT THFORMATTION CONTATMED
S T HEREIN IZ UNCLAZZIFIED EXCEERT
ch) (FBI) WHERE SHOWN QTHERWISE

From: (OQC) (FBI) ::C
Sent: Monday, July 19, 2004 11:47 AM
To: (OGC) (FBI)’
Subject: FBI reposnses to congressional inquiries. .
EX : b6
RECOH iy ' ’ _ ' b7C

| lthe anwer to question 103 is out of date. | had sent you the enclosed email to reflect that the answer
" nheede

was produced.

| to be changed, based on the fact that in fact the business record order was served and

—

-QOriainal Meccana

From (OGC) (FBI)

Sent: Tuesday, July 06, 2004 3:05 PM bl

To |(0G0) (FaD)

Subject: RE: RDER bé
¢ bc

RECOR

(&)

per my earlier email that had responses to questions 60,80, and 103, | need to amend the answer to 103

o7 smce | just got updated information as to the service of the first business record order. The response
should read: :

b1 , b2, b2, b5, b6, b7C, b7E

----- Original Message-----

Fro AL) (FBI)

Sent: Tuesdav. Julv 06,2004 2:35 PM )
To (oGe) (FBI)
Cci (WF) (FBI)

Su JCCT T IOT URDTIR

bl ,b2, b5, bé, b7C, bJE

- IRET

{1E7

SEERET

7/19/2004
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b2

bé

b7C

M: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION E

DERIVED F = i
DECLASSIFICATION EXEMPTIO

SECRET

ication Guide G-3, dated 1/97, Foreign Co
N

DERIVED FROM: G-3 FBI Ciassificati i -3, dated g€ erintelligence Investigations
DECLASSIFICATION ' . v

7/19/2004
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(OGC) (FBI)
b6
From: OGC) (FBI) bC
Sent:  Wednesday, May 04, 2005 7:55 AM
To: |OCA) (FBI1); THOMAS, JULIE F. (OGC) (FBI)
ce: | |©oGe) (FBI)

Subject: RE: Request for Classification Guidance

ALL TMEORMATICON CONTAINED
HEREIN IZ UNCLASEIFIED
DATE DBE-23-2005 BY 65179 DMH/CLE

CA# 05-CV-0845

UNCLASSIFIED

NON-RECORD bé

biC

| read the last bullet in the attached wod and do not see that it raises any classification issues. The bullet does
not provide any information tha as concerned about. | defer to WFO regarding any

operational concerns vis-a-vis thempenamg case

Sjnnlurﬁdax_MaLm_Zloos 3:16 PM . b
T {OGQC) (FBI); THOMAS, JULIE F. (OGC) (FBI) bC

Ccf [(0GC) (FBI)
Subject: Request for Classification Guidance

UNCLASSIFIED
NON-RECORD

Witlie Hulon is testifying on Thurs (5/5) before the House Judicary Crime Subcommittee re Patriot Act §212
{emergency disclosures by ISPs). In prepping him for this hearing, we obtained reports from TLU relating
to use of §212. The attached wpd are bullets summarizing the reports that were prepared for Mr. Hulon.

Between Jan and March 2003 there was a spike in the use of §212 that is attributed to a particular:
investigative effort that is described in the WFO e-mail that is also attached.l II
Mr. Hulor]

Thanks,

Office of Congressional Affairs

b2
133

UNCLASSIFIED >7¢

UNCLASSIFIED

6/14/2005 ,

b5
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(OGC) (FBI)

From: (OGC) (FBI) b6

Sent: Friday, April 01, 2005 10:45 AM b7C

To: loce) (FBI)

Ce: OCA) (FBI)

Subject: FW: ISO Details
UNCLASSIFIED ALL INFORMATTON COMTATMED
NON-RECORD : : HERELN L8 UNCLASSIFIED

DATE 0&8-23-2005 BY 65172 DMHSCLE

[ Janyideas? | b CA# 05-CV-0845
Orai |

b7C
(OCA) (FBI)
:35A
(OGC) (FBD) (OGC) (qu |(CTD) (FBI);
D) (FBI [TACT(FBI) .
ubject: etails »
' b6
UNCLASSIFIED
NON-RECORD ' ' b7c
Last year, E {specificall |of ILU) began drafting a report concerning use of Patriot Act
provisions. is out of the office on AL this week. The narrative case example was in the earliest versions
of the report as an example of information sharing (§203), however, in | have not been able to

locate any back-up documents that would provide additional details (i.&—woeorrererr"this case. |'m casting a
wide net in the hopes that this narrative rings a bell with someone who could point me in the direction of additional
details. Any guidance addressees can provide would be appreciated. Thanks,

|  've included you because this draft report has been around for a while and may have come through the
xecstatf while you were there.) b6

b7C
AR E RN R KA AR F N WK R e KRR AT e AR KR i R R R R R R AR e dr kR v N e dede e e e ek e Ao R ok ke ek ek hkkhk Ak ARk ARk Rk rhrdhhiriddkdhkhkihkhhhdkkkrdddis

In the aftermath of the September 11th attacks, a reliable intelligence asset identified a naturalized U.S. citizen
from a middle-eastern country as a leader among a group of Islamic extremists residing in the U.S. The subject's
extremist views, affiliations with other terrorism subjects, and his heavy involvement in the stock market increased
the potential that he was a possible financier and material supporter of terrorist activities. Early in the criminal
investigation it was confirmed that the subject had developed a complex scheme to defraud multiple brokerage
fi

Office of Congressional Affairs

b2
bé

b7C
UNCLASSIFIED

6/14/2005
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UNCLASSIFIED

6/14/2005
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[OGC) (FBI)
. bé
From: (OGC) (FBI) bB7C
Sent: _Tuesday, November 16, 2004 7:12 AM )
-To: TD) (FBI OGC) (FBI); THOMAS, JULIE F. (OGC)
(FBT), KELLEY, PATRICK W. (OGCTTTrBT)
. ALL THEORMATION CONTATNED
Subject: RE: 207208 letter HEREIN T§ UNCLASSIFIED
DATE 0F-23-2005 BY &517% DMH/CLS
UNCLASSIFIED ' CA# 05-Cv-0845
NON-RECORD ’
Agree.
bé
----- Orjainal Message--=--
From: (ITD) (FBI) b7e
Sent: Monday, November:15, 2004 8;05:PM :
To 0GC) (FBI)| [(oGe) (FBI); THOMAS, JULIE F. (OGC) (FBI);
KELTEY_PATRICK W TOGC) (FBI)
Ccj (ITD) (FBI)

Subject: RE: 207208 letter

UNCLASSIFIED
NON-RECORD

Unless | hear back otherwise, given everyone's comments, | will reply back to the USAO that FBI OGC is
reviewing the matter and that they should inform the local FBI agents that they should not send out the
letter without first conferring with FBI OGC NSLB.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT

PRIOR OGC APPROVAL
b2
Associate General Counsel - Unit Chief
Science & Technology Law Unit
g X - e
b6
----- Original Message-----
From [0GC) (FBI) b7c .
a\ 15, 2004 11:43 AM

T (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) ITD)

(FBT) :

Subject: RE: 207208 letter

UNCLASSIFIED

NON-RECORD

' b6
Since the pony ent refers to ITOS 1], let me see what | can find out from my end. bIC

6/14/2005




DATE: 12-08-2005
Message Em.r CLASSIFIED BY 55179 DMH/BAWS PVR Page 1 Ofs

REAZON: 1.4 {2
DECLABEIFY OQN: 1Z-00-2030

I— (OGC) (FBI) | CA# 05-CV-0845

From: OGC) (FBI) P8

Sent:  Wednesday, August 25, 2004 10:44 AM o 22?&???“‘33@225??ii?inm BT
To: | J(OCA) (FBl) WHERE SHOWH OTHEEWIZSE

Cc: OCA) (FBI (OGC) (FBI)

Subject: RE: Classified Input re Patriot Act cases

UNCLASSIFIED
NON-RECORD

| On tracking Patriot Act sunset provisions, ILU made that suggestion early on--and | don't know where it

went—-but it was not done. We have since scrubbed the field--via CDCs for input and | know that NSLB has done
the same with CTD but, We can't make anybody do anything--all we can do is ask and thankfully, most CDCs  bs
are conscientious enough to help out but all they can at the FO level is ask as well. [Also, | know that EOUSA
surveyed US Attorney's offices but, again, a response was not mandatory by them either and the responses
reflect that]. In my opinion, the only way to ensure responsiveness, completeness, accuracy, and timeliness is for
our front office to mandate reporting of incidents.

_____ O iai ————

Fromi OCA) (FBI)

Seu.l;:lue_sdaLAuuustN, 2004 6:56 PM bo
To OGC) (FBL) b7C
Cc [(ocA) (FBI | (0GC) (FBI)
Subject: RE: Classified Input re Patriot Act cases

b7C

UNCLASSIFIED

NON-RECORD
| I generally | think the meeting went 0.k
bé
b7C
Patriot Act will continue to be scrutinized - even beyond the sunset. If you o:| pave any thoughts on
how we can accomplish this, I'd appreciate it. y '
| Alsd] | on the Senate Ethics Committee request - DOJ advised this afternoon thal |
b2 .
b5
bé

Otfice of Congressional Affairs b7e

|
‘Senti 4, 2004 4:29 PM
To OCA) (FBI) b6
6/14/2005 S%ET




Message ;@@- Page 2 of 5
Cci (OCA) (FBI] l(oce) (FBI) w6
Subject: RE: Classified Input re Patriot Act cases

biC

UNCLASSIFIED
NON-RECORD

I:lhow did this meeting turn out? e

_____ Oriai S b7C
Fromi lOCA) (FBI)
Sent: Mondav. August 723, 7004 6:23 pM
To} OGC) (FBI) (OGC) (FBI)
Cc; (OCA) (FBI)
SubJeTtr RET Crasaimied Input re Patriot Act cases

UNCLASSIFIED
NON-RECORD

. bé
I—O'EP—_land | spoke. We're happy to staff this meeting and report back - | think that b7C
1S going to suggest that we go back to the drawing board and and | are happy to

defend our methodology in collecting the info and advocate for getting something to CMS,
even if DOJ thinks we can get better examples if we ask differently. You're welcome to send
someone if you want to - or we'll report back. Thanks,

" b2
Office of Congressional Affairs
b7C
_____ Or' i —
From: (OGC) (FBI)
Sent- 3, 2004 1:05 PM b6
To (OGC) (FBI)] JOCA) (FBI) 7o
Cc: CA) (FBI) '

. Subject: RE: Classitied Input re Patriot Act cases

UNCLASSIFIED
NON-RECORD

I;l | have an 11:00 am meeting and: who helped on this is outof the  bs
T

e untit Wednesdﬂe is out as well until Wednesday. I'll see if | can get

7L
someone else to go. °

-----OTainaLMmaaé--;l

From (OGC) (FBI)

Sent: 2004 12:26 PM

To [oca) (Fe) -

Cc (OCA) (FBI) | (0GC) (FBI)
SubJectt RET Crassied Input re Patriot Act cases

UNCLASSIFIED
NON-RECORD

Not sure | could contribute much to a discussion of the classified portion

6/14/2005 | ,
| SEPRET
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of the sunset provisions. Although we put the whole thing together, the
classified parts are CTD/NSLB input. But, | can go if you want.

""" Oral — b6
From OCA) (FBI)

Sent: Monday, August 23, 2004 12:22 PM b7c
To OGC) (FBI); [0oGC) (FBI)
Cc: CA) (FBIL)

Subject: FW: ed Input re Patriot Act cases

UNCLASSIFIED
NON-RECORD

DOJ has scheduled at meeting tomorrow at 10:30 amin the OIPR

conference room (6150 main) to discuss our classified report re Patriot
Act sunset provisions b2

b5
considerable interest in getti to sigﬁ off on our draft. be
| am planning to attend, as i Please advise if you can attend or  b7c
send a designee. Thanks,
Office of Congressional Affairs b6
| | b7C
..... Orjai ————
From (OGC) (OGA)
Sent: 2004 11:58 AM
To oy ren)
Subject: RE: Classified Input re Patriot Act cases
UNCLASSIFIED
NON-RECORD
OK, looks like 10:30 works for us over here. As of right now, it'will be b6

cLaughlin and Dave Blake), OLP (Rachel Brand), OIPR
‘ and possibly representatives from ODAG, CRM andfor  P7¢

. We will meet in the OIPR conference room (6150 main).

From OCA) (FBI) b6
Sent: , 2004 11:19 AM B7e
To i(OGC) (OGA)

Subject: RE: Classified Input re Patriot Act cases

UNCLASSIFIED
NON-RECORD

10:30 tomorrow is great for me! Thanks,

bé -

b7C

6/14/2005 '
5 T
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S%T

bl
b2
b6

b7C

Page 4 of 5

Office of Coneressional Affairs

bz

bé

..... Origi ———

Fromi |(OGC) (OGA) b7c
Sept: . 2004 11:14 AM

Tol OCA) (FBI) '

Subject: RE: Classified Input re Patriot Act cases

UNCLASSIFIED
NON-RECORD

Is tomorrow at 10:30am a good time for your to meet on
this? I'll probably invite OLA/OLP/OIPR and possibly

ODAG.
----- Original Message-----
From: OCA) (FBI) b6
Sent: 3, 2004 10:44 AM bTC
To: 0GC) (OGA)

Cc: | foco) (reD] |
LSEW&:‘Cassified Input re Patriot Act cases

Importance: High

UNCLASSIFIED

is morning frof
eneral- CounscTS ONMCES askng (5
f the FBI's input into the classified

IC report on Patriot Act cases. When | spoke with
Bhout this last week (I think you know
‘ Jtarted a detail at Senate Judiciary last

week), he said it was at DOJ?

Is that correct and do you have any info re when the

iaw will be complete?
| bffered this morning thaDsranxiouswto get [5)

(3 - this out and may finalize the response without
FBI/DOJ input.

b2

Office of Congressional Affairs b6

b7C

UNCLASSIFIED

UNCLASSIFIED

SERRET
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UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
- UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

6/14/2005
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(OGC) (FBI)

bé

From: (OGC) (FBI)
Sent:  Sunday, August 08, 2004 9:40 AM
To: OGC) (FBI)
Subject: RE: CTD responses

CA# 05-Cv-0845

SENSITIVE BUT UNCLASSIFIED
NON-RECORD b6

biC

Section 203 of the Patriot Act has nothing to do with FISA. It permits the sharing of Title Il information - |

explained this tg st.week. | am at a loss on how to get this point across to them. Could you please sit
down in person Wi nd/or his unit chiefs and iron this out’?l.

From:

(0GC) (FBI)

Sent: Friday, August 06, 2004 4:50 PM bé

Toi

[(0GC) (FBI)

DATE: 12-10-2005
CLASRIFIED BY 65179
REAZBON: 1.4 ()
DECLAZSSIEY QN:

DMH/ BAW, VR

12-10-2030

b7C

Subject: FW: CTD responses
Importance: High 05-CV-0245

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ATT, TNFORMATTON COMTATNRD
HEEEIN IS UNCLASSIFIED EHCEPT

Please see answers below. WHERE SHOWH OTEERWLISE

Assistant General Counsel

Na rity Law Branch

bt
CTD) (FBI) bo7c
Sent: Friday, August 06, 2004 4:16 PM
T DGC) (FBI)
S S

Importancé: High

SENSITIVE BUT UNCLASSIFIE

NON-RECORD v
[:::;:] below are responses to Questions 84 (b), 84 (¢) and 90 (e). I
apologize for the delay. When last we spoke. T was left with the impression be
that you were going to reach out to the following week. In any
event, my Unit Chiefs tried to track down information to respond to the b7c
questions. Hopefully, you'll be able to make use of the information. Please
feel free to modify/reformat as you see fit. Thanks, and have a good weekend.
b2

Terrorism Reports and Requirements Section b6
Copnterterrorism Division, FBIHQ, Room 4712

’ b7C

/

E@EET

6/14/2005
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84, Sections 203(b) and 203(d) of the USA-Patriot Act provide
specific authority for the provision of intelligence information
acquired in the course of a criminal investigation to elements of
the Intelligence Community. Section 901 of the same act makes
such disclosure in most cases mandatory. The following questions
pertain to the implementation of these sections.

b. Section 203 (b) specifically provides authority '"to share
electronic, wire, and oral interception information”
where such information is foreign intelligence
information. What is the method for disseminating such
information to the Intelligence Community?

In regard to the dissemination of Foreign Intelligence
Surveillance Act (FISA)-derived electronic, wire and oral
intercept information, the FBI’s Counterterrorism Division
employs a general evaluation and oversight process which includes
input from Operational Program Managers, Intelligence Analysts,
the National Security Law Branch, and, when necessary, the
Department of Justice. The intelligence information's value is
assessed for dissemination to not only the Intelligence Community
(IC), but also federal, state and local law enforcement entities
(dependent upon proposed use, context and nature of any threat-
related information), and, when authorized by DOJ, to foreign
intelligence services and foreign law enforcement agencies
(dependent upon proposed use, context and nature of any threat-
related information).

For general FBI intelligence dissemination, minimized FISA-
derived intelligence is analyzed and sanitized to protect
intelligence sources and methods and, if applicable, United

- States persons and entities, that may possibly be compromised or
negatively impacted if left unprotected. FBI Program Managers
and Intelligence Analysts concurrently identify FISA-derived
intelligence that is consistent with IC intelligence requirements
and interests. This information is subsequently disseminated via
an Intelligence Information Report (IIR), an
electronic communication format that is widely ‘accepted among the
IC as the standard intelligence dissemination vehicle. IIRs
consist of raw intelligence, (intelligence which is not finally
evaluated), as well as some degree of associated clarifying
information which puts the raw intelligence into context. IIRs
are drafted and prepared by the FBI’s cadre of Intelligence
Analysts/Reports Officers.

(i) In your testimony you made reference to newly-
created procedures by which the Federal Bureau of Investigation
disseminates intelligence via "electronic intelligence reports" -
is this the mechanism used for dissemination of Section 203 (b)
material?

6/14/2005 mr
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Yes, the FBI disseminates raw intelligence via the IIR.

(1) If so, how many such reports have been
issued?

During the period August, 2002 (the beginning time-frame in
which statistical data was collected), through August, 2004, the
Counterterrorism Division has disseminated 242 IIRs containing
FISA-derived intelligence.

(2) Has the Federal Bureau of Investigation
developed procedures to ascertain the quality and value of such
intelligence reports? ’

There are various means by which IIRs are evaluated.
Members of the IC often provide feedback assessing the quality
and value of specific IIRs directly to the FBI Intelligence
Analysts/Reports Officers who author the reports. On each IIR,
the Reports Officers identify a means for the customers to
contact them directly. IC members will assess the
quality/relevancy of the reporting, as well as submit additional
collection requirements. Often, IC members forward formal
Requests for Information (RFIs) requesting additional information
which was protected (not provided) in the IIR (an example would
be U.S. Person information). RFIs can provide an excellent
indication of intelligence community interest in FBI reporting.
The FBI’s Office of Intelligence also receives evaluations or
assessments of FBI reporting. The Office of Intelligence 1is
working to establish a formal IIR evaluation.-mechanism by which
recipients can rate or provide feedback on FBI intelligence
reporting.

84. Sections 203(b) and 203(d) of the USA-Patriot Act provide
specific authority for the provision of intelligence information
acquired in the course of a criminal investigation to elements of
the Intelligence Community. Section 901 of the same act makes
such disclosure in most cases mandatory. The following questions
pertain to the implementation of these sections.

c. Section 203(d), the so-called "catch-all" provision,
provides a general authority to share foreign
intelligence information with the Intelligence
Community. What is the method for disseminating such
information to the Intelligence Community?

The Counterterrorism Division shares foreign intelligence
information, as defined in Section 203(d) (2), with the
Intelligence Community (IC) through several dissemination

6/14/2005 E}Eé
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conduits. Dissemination can be through direct classified
and unclassified Intelligence Information Reports (IIRs),
Intelligence Assessments, Intelligence Bulletins, Teletype
Memoranda (TM), or through Intelligence Community websites on a
classified network. The FBI also shares intelligence information
through membership interaction by IC representatives
participating on FBI Joint Terrorism Task Forces (JTTFs) which
are operating in 84 locations across the United States.
Unclassified, but law enforcement sensitive, intelligence
information, also is disseminated to Federal, state, and local
law enforcement intelligence components through Law Enforcement
Online (LEO), a computer network which provides finished
intelligence products, assessments, and bulletins on significant
developments or trends.

(i) In your testimony you made reference to newly-
created procedures by which the Federal Bureau of Investigation
disseminates intelligence via "electronic intelligence reports" -
is this the mechanism used for dissemination of Section 203 (b)
material?

Dissemination of Electronic, Wire, and Oral Interception
Information to the IC derived through standard criminal
procedures may be effected electronically through IIRs,

TM, Intelligence Assessments, Intelligence Bulletins. However,
dissemination of this intelligence information also may be
transacted through the exchange of FBI Letterhead

Memoranda (LHMs) among relevant IC members.

(1) If so, how many such reports have been
issued?

_ The FBI has no central database readily to determine the
quantity of 203 (b)material disseminations through the
aforementioned methods.

_ (2) Has the Federal Bureau of Investigation
developed procedures to ascertain the quality and value of such
intelligence reports?

There are various means by which IIRs are evaluated.
Members of the USIC often provide feedback assessing the quality
and value of specific ITIRs directly to the FBI Intelligence
Analysts/Reports Officers who author the reports. On each IIR,
the Reports Officers identify a means for the customers to
contact them directly. IC members will assess the
quality/relevancy of the reporting, as well as submit additional
collection requirements. Often, IC members forward formal
Requests for Information (RFIs) requesting additional information
which was protected (not provided) in the IIR (an example would

6/14/2005 | _CEPRET
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be U.3. Person information). RFIs can provide an excellent
indication of IC interest in FBI reporting. The FBI’s Office of
Intelligence also receives evaluations or assessments of FBI
reporting. The Office of Intelligence is working to establish a
formal IIR evaluation mechanism by which recipients can rate or
provide feedback on FBRI intelligence reporting.

'90. Section 215 of the USA-Patriot act authorizes the Foreign
Intelligence Surveillance Court to issue orders permitting FBI to
access "tangible" items in the course of a terrorism or espionage
investigation. The following questions pertain to the
application of this provision since its inception.

e. In your testimony you made reference to newly-created
procedures by which the Federal Bureau of Investigation
disseminates intelligence via "electronic intelligence reports" -
is this the mechanism used for dissemination of material acquired
pursuant to this section of the FISA?

The Intelligende Information Report (IIR) is the mechanism
by which the FBI disseminates raw intelligence information to the
Intelligence, Policy, Defense and Law Enforcement Communities.
The intelligence information contained in these IIRs is
information generally derived from FBI operations, investigations
or sources. Intelligence information acquired pursuant to
Section 215 of the USA-Patriot Act could, if deemed appropriate,
be disseminated via an IIR. Between August 2002 and August 2004,
the FBI has disseminated approximately 3860 terrorism-related
IIRs to the Intelligence Community.

(i) If so, how many such reports have been issued?

None of the information contained in the 3860 terrorism-
related IIRs disseminated between August 2002 and August 2004 was
acquired pursuant to section 215 of the USA-Patriot Act.

(ii) Has the Federal Bureau of Investigation developed
procedures to ascertain the quality and value of such
intelligence reports?

Although the 'FBI has procedures to evaluate the quality of
intelligence reports, no reports have been disseminated which
contained information obtained via application of section 215.

(CTD) (FBI) b7C

cq [TTD) (FBI)
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Page 6 of 9
Subject: FW: CTD responses
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b6 05-CV-0845
b7C .
Information regarding question 90. Please let me know if this heips.
:ss;s:an: aG.Lenera'l Counsel
i urity Law Branch b2
bé
----- Oriainal Messane
From (0GC) (FB)  °° ot
Sert.-mmmmm':%ﬁum 3:47 PM b2
To GC) (FBI) b5
Subject: RE: CTD responses be
SENSITIVE BUT UNCLASSIFIED B7e
NON-RECORD b7E

Yes, there has only beerl;}:usinessrrecord,or,d,er issued, althoug

with the FISC on Friday

S 10 the intelligence reports, 1 have no id

orders - th

Bytthev certainlv are nat a vehisle ta transmit information obtained from business record

nd it was given to the field that needed it and

they'd have no reason to transmit it to any other place.

(OGC) (FBI)

Subject: FW: CTD responses

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

: End | are seeking your knowledge on question # 90 below.

Please see attached emails.

Assistant General Counsel b2

i rity Law Branch b6
————— f essage---—-—-
From 0OGC) (FBI)
Se 04, 2004 2:53 PM
To OGC) (FBI)

Subject: RE: CTD responses

SpokeT

bé

bIC
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bé

b7C

b6

b7C

bl
b2
b3
bé
b7C

b7E
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SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Clear this with }o make sure what | said was correct - we have only obtaine
business reco - Thanks. |: E :I

_____ Oridi — bl
From |OGC) (FBI) b2
Senk: 4, 2004 2:50 PM bé
To OGC) (FBI). b7C
Subject: FW: responses

b78

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FYL

Interesting information re. question 90.

From CTD) (FBI) b6
Sej 04, 2004 2:22 PM

To OGC) (FBI) b7c
Subject: CTD responses '

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I met witr-j yesterday and she provid =ﬁﬁt guestions to
WRNICh you neede 1ses. You may recall tha nformation did not
reflect the questions accurately or distinguish between The different sections in the

Patriot Act. With that being said, I'm coordinating with our Operational Counterparts to

try to get appropriate responses. | should have all the responses in by tomorrow
morning. '

One question which we probably will be unable to answer positively is question 90.

This question has to do with Section 215 o atriot Act (Tangible items). During
my discussion with she recalled onl -pstance wherein-that-particular -
section was utilized |l can't seem to

identify anyone who has knowledge of this incident or, In fact, it there were any other
appllcatlons (whlch is unlikely) of Section 215. This mav require a canvass to all field

Terronsm Reports and Requirements Section bé

I_Gmn.Lectermn'sm.lDivision, FBIHQ, Room 4712
bh7C

SEeRgl
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Question 90 states:

90. Section 215 of the USA-Patriot act authorizes the Foreign
Intelligence Surveillance Court to issue orders permitting FBI
to access "tangible" items in the course of a terrorism or
espionage investigation. The following questions pertain to the
application of this provision since its inception

e. OGC. In your testimony you made reference to newly-created
procedures by which the Federal Bureau of Investigatiocn
disseminates intelligence via "electronic intelligence reports"”
- is this the mechanism used for dissemination of material
acquired pursuant to this section of the FISA?

(1) If so, how many such reports have been issued?

(ii) Has the Federal Bureau of Investigation developed
procedures to ascertain the quality and value of such
intelligence reports?

b2

Assistant General Counsel

i urity Law Branch bé
b7C

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

6/14/2005
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(0GC) (FBI)

DATE: 12-10-2005

From: toGC) (FBI) CLASSIFIED BY 6&L179 DMHS BAWEVE
b6 REASON: 1.4 ()

Sent: Wednesday  Auqust 04, 2004 2:53 PM DECLASBIEY ON: 12-10-2030
b7C

To: OGC) (FB!) CA¥ 05-CV-0845

Subject: RE: CTD responses

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
Clear this witf] to make sure what | said was correct - we have only obtain usiness record order.
Thanks. : b1 |: S :I

_____ Oriai o b2
From: |OGC) (FBI) b6 ALL INFORMATTON COHMTATHED

HERETH T8 UNCLASSTFIED
Sent: 41 2004 2:50 PM b7C DATE (08-24-2005 By 65179 DMESCLS
To DGC) (FBI) -
Su . . 2s

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FYl.

Interesting information re. question 90.
| | b2
i curity Law Branch pe
b7C
----- riginal Message--—--

Fro |(cTD) (FBI)
Sent: 04, 2004 2:22 PM
Tol OGC) (FBI) .
Subject: TTD responses b6
b7C '

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| met with ester ided me the full text questions to which you needed
responses. You rmayrecdll tha information did not reflect the questions accurately or
distinguish between the different sections in the Patriot Act. With that being said, I'm coordlnatlng with our

Operational Counterparts to try to get appropriate responses. | should have all the responses in by

tomorrow morning. bl
. b2
One questlon which we probably will be unable to answer posmvely |s questlon Qﬁﬂ' uestion has to b5
th Section 215 of the Patriot Act (Tangible items). nly
[S] stance wherein that particular section was utilized | b6
seem to identify anyone who has knowledge of this TTCTOETTOr, T TaCT, TMETe Were any omer——— bIC

applications {which is unlikely) of Section 215. This mav require a canvass to all field CDCs. I'm guite sure
t CT] bTE
| |lﬁ_ ar's not 1o say that we auar_q jalthough I'can't even

say that), but the question specifically asks about inteTTgENCE TEPOTTS.

L
6/14/2005 ’MET




Message 5\926-

—_Terrorism Reports and Requirements Section
Counterterrorism Division, FBIHQ, Room 4712

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

6/14/2005
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DECLASSIFIED BY &5178 DMH/ BAW/ PVR
O 12-15-2005

(0GC) (FBI)

From: (OGC) (FBI) b6
Sent: Tuesday, August 03, 2004 3:41 PM b7C
To: CTD) (FBY)

Subject: FW: NSLB Responses - S><¢et [OGC seeking assistance from CTD]

Importance: High
P g A1)

ﬁg’:fgg\éEoggT UNCLASSIFIED Ak 05-Cy-0845

_____ Oriai |

Froml (OGC) (FBI) b6

Sent: TU Y. AUJUSt U3, 2004 11:34 AM bIC

To (CTD) (FBI) '

Cc} k_OGC) (FBI); BOWMAN, MARION E. (OGC) (FBI)
Subject: FW: esponses - Seefet [OGC seeking assistance from CTD]
Importance: High H‘iU?

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

OGC was tasked with answering certain QFRs from the Directac i in May. Some require
assisance from CTD. Approximately 2 or so weeks ago we contacte who graciously agreed to
help. The task is now assigned {0 We have left several reminders wi but have not received

a response. e is probablyveryousyout OCA is pushing us to get the answ ized. Could you help
us? Thanks ) .
""" Orja — b6

From3 (OGC) (FBI)

Sept: 7,2004 11:17 AM pre

To (OGC) (FBI)

Subject: : esponses - Se}:zét [OGC seeking assistance from CTD]
Importance: High o

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

, b2
Here is the whole string of emails. Hopefully you can make sense of it. b6

| | b7C
ssistan eneral Counsel

urity Law Branch

T (CTD) (FBI), , -~ m
Subject: FW: NSLB Responses - Sa><et‘ [OGC seeking assistance from CTD]
Importance: High
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b6
SENSITIVE BUT UNCLASSIFIED

NON-RECORD \ b7¢

o just received an Outlook Auto response that 5 out of the office today and possibly Monday. OGC
is trying to respond to OCA by COB today.

Would you be able to address the following issues (please see emails below).
Any help would be greatly appreciated.

Thank you in advance,

ASSIStant General Counsel b2

urity Law Branch b6
b7C
Oriainal Mace=ana
N .

From [OGC) (FBI)

Sent: TV TNV 73700% 7°39 PM m

Toj (CTD) (OGA)

Subject: FW: NSLB Responses - Sgset [OGC seeking assistance from CTD]
Importance: High

(‘D

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

bé

b7C

Thank you for your previous help with the questions from OCA. As indicated in my previous
email, we unfortunately need more specific answers to the three questions that you so
generously provided earlier.

| am sure that you are extremely busy, but OCA is looking for a response no later than COB
today. Therefore, any help would be greatly appreciated.

In addition, we wanted to make sure that CTD agrees with our answer to Question 89d, where
we state in our response to refer to question 85.

89d. OGC. In your testimony you made reference to newly-created procedures by which the Federal
Bureau of Investigation disseminates intelligence via "electronic intelligence reports" - is this the

" mechanism used for dissemination of material acquired pursuant to this section of the FISA?

(i) If so, how many such reports have been issued?

(i) Has the Federal Bureau of Investigation developed procedures to ascertain the quality and
value of such intelligence reports?

Response: Please see answer to Question 85.

6/14/2005
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Please let me know if any of this is possible.

Thank you in advance. Please do not hesitate to contact me for any reason.

b2
Assistant General Counsel b6

I-Na-hnnalim:urity Law Branch ‘ bre

From (OGC) (FBI)
- ZT, z004 2:41 PM

(CTD) (OGA)

Sponses - Secrétim

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

bé

biC

Thank you for your responses. Unfortunately, we still have some follow up questions.
Question 84 (b) is specific to section 203 (b) which deals with disclosure to grand jury, title 3
etc. Question 84 (d) specifically deals with Section 203 (d) and question 90(e) deals with
Section 215 (business records, etc.) of the USA-Patriot Act.

Is it possible to obtain anything more specific?

| appreciate all the help that you have provided with this, and as always any additional
information is greatly appreciated.

Please note that | have attached the selected questions to this email.

If you have any questions, please do not hesitate to contact me.

Again, thank you.

Assistant General Counsel ‘ b2
IJSIz.tin.naLS.esrrity Law Branch e
b7C

----- Original Messagezzzz= :
From (CTD) (OGA)
Sent: Tuesday, July 20, 2004 9:19 AM
T GC) (FBI)
Cc (CTD) (FBI) ([CTD) (FBI)

Subject: RE: NSLB Responses - 5@!&(1:—" if

UNCLASSIFIED

6/14/2005
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b5

From 0GC) (FBI)
Sent: Mondav Tiilv 19 2004 4:34 PM

To (CTD) (OGA)
Subject: FW: NSLB Responses - Seeref - (U]
Importance: High

b6

b7C

UNCLASSIFIED
NON-RECORD

bé

b7C

| just left you a message regarding this issue.

NSLB is seeking assistance with three questions posed by OPA/OCA|
5aid you are the person with the answers.

NSLB supplied the following attached answers to OPA/OCA. We incorporated the
answer that you supplied to question 85. There are three other answers that we
thought CTD would be able to answer better/more complete than OGC and
indicated such in OGC's responses. (Response to questions 84(b), 84(c), and 90
(e)). We believe that portions of the responses can be found in the answer to 85
that you previously supplied.

OCA stated that ihey would not accept OGC's answers to 84(b), 84(c), and 90 (e)

6/14/2005
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and that we needed to contact CTD for the answers.

Please let me know if this is possible. Any help is greatly appreciated.

Assistant General Counsel b2
Natjonal Security Law Branch b6

b7C

From OGC) (FBI)
Se :50 PM

T (OGC) (FBI)
Subject: NSLB Responses - Se By

UNCLASSIFIED
NON-RECORD

UNCLASSIFIED

- UNCLASSIFIED

UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

6/14/2005
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SENSITIVE BUT UNCLASSIFIED
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ALL INFORMATITON COMNTATHED
HEREIM I8 UNCLAESIFIED
R DATE (08-30-2005 BY £5172 DMHSCLS
: CA# 05-CV-0845
(OGC) (FBI)
From: | | (oGe) (FBI)
Sent:  Thursday, July 29, 2004 5:38 PM : b6
To: | | (0Ge) (FBIY loce) (FBY) . bTC
Cce: Ol) (FBI) (OGC)(FBI)

Subject: TIDE (TTIC) Information Sharing

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[ 1

b2
al Counsel b6
b7C

SENSITIVE BUT UNCLASSIFIED

6/14/2005
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locce) (FBI)
From: OGC) (FBI) bé DECLASSIFIED BY &517% DMHSOLE
Sent; Monday, July 26, 2004 10:22 AM b7C oW 08-24-2005
To: 0GC) (FBI) CA# 05-CV-0845

Subject: FW: Sunset provisions

[ORCON,NOFORN
RECORD 66F-HQ-C1364260

Here it is.

----- Original Message----- - b6

From | (0GC) (FBI)

Serx:_tu:;samlujxio, 2004 12:20 PM b7c

To (OCA) (FBI)

Cc: BOWMAN, MARION E. (OGC) (FBI)| (OGC) (FBI) [oGC) (FBI);
(0GC) (FBL)| C) (FBI)| [(OGC) (FBL);

[OGT) (OGA)] [OCA) (FBI)

Subject: Sunset provisions

SEERET/ORCON,NOFORN
RECORD 66F-HQ-C1364260

| attached are our comments and the results of our field and HQ survey on th iot Act sunset provisions.
lded in the examples provided by NSLB so it is one complete OGC packagemept the classification bé
she received for the examples but she deleted most of the references to subject's ; Tocations,etc--so | am

sure that much what is labled SECRET can be declassified--but | can't do that, which is why | copied Spike.

b7C

Not knowing what format you wanted, | just sentitasis. DGC Pat Kelley has approved it as well.

‘ b2
Office of the General Counsel be

DERIVED FROM: Multipte Sources
DECLASSIEY-ON: 20140720

SECRET//ORCON,NOFORN

.
DERIVED FROM: Multiple Sources
DEEREHU(.\OFORP?\

SE CON,N

6/14/2005
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ALL INFORMATIOCH COHTATINMED
HEREIN IS UNCLASSIFIED
DATE 08-320-2005 BY 651792 DMH/CLS

CA# 05-CV-0845

(OGC) (FBI)
From: (OGC) (FBI) .
Sent: Friday, July 23, 2004 10:04 AM b6
To: | | 0cc) (Fa |oac) (e -
(UGL) (FBI)
Cc: (OGC) (FBI); OGC) (FBI)

Subject: Patriot Act 203(d) Issue

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

When last we met, | was going to explore teeing up the question of whether Section 203 (d) trumped two statutory
restrictions on sharing foreign intel information from criminal investigations with the IC--NICS information on
attempted gun purchases and taxpayer return information.

b5
b5
b5
b2
ICE O eneral Counsel ‘b6
b7C

SENSITIVE BUT UNCLASSIFIED

6/14/2005
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|(OGC) (FBI) _ b6
From: [coce) (Fey) p7C
Sent:  Wednesday, July 21, 2004 5:40 PM
To: (OGC) (FBI OGC) (FBI) (ITD)
\al=1))
Subject: FW: QFRs #104
RECORD 66F- CA# 05-CV-0845

From: BOWMAN, MARION E. (OGC) (FBI) [

Sent: , 2004 2:02 PM bé ALL THFORMATION CONTATHED
HEREIN 15 UNCLASSIFIED EXCEPT
';0 (OGC) (FBI) b7C WHEHE SHOWN OUHERWLSE
U . . .

ﬁ DATE: 12-Z9-2005

RECORD 66F- ] CLASSIFIED EY A517%dmh/ Blw 05-cw-0845
REASON: 1.4 [T}
DECLAZSIFY ON: 12-29-2030

From (OGC) (FBI)
Sent: Tuesday, July 20, 4 6:55 PM
To: BOWMAN, MARION E. (OGC) (FBI) Bic
Subject: RE: QFRs #104

T
RECORD 66F-

Spike,

1 took a shot at this, then decided | was being too confrontational to send it, so 'm passing on back to you as a
"draft.” In addition, | don't know how, in timely fashion, answer the first part without the specifics, which are
secret.

[ ] .

b7C
TEXT:

Several factors make the proposed requirement unnecessary.

First, the way "roving wiretaps” are provided for by FISA makes them uncommon in real-world application.
That is, the FBI can obtain an order for a roving FISA wiretap only under circumstances in which we can show
that the target of the proposed surveillance is doing something to make it difficult, if not impossible, to identify the
carrier on whom an order may be served. As a matter of fact, this means roving FISA wiretaps are rare.
Codifying a requirement is not gong to impact a significant number of instances of electronic surveillance. Thatis
to say, the optics of enacting such legislation may appear to protect innocent Americans from the FBI, but in
reality it isn't going to apply to many surveillances at all.

bl

SECEET | bs

6/14/2005




RRRRSRRRRREREEEA———— e o - |

SECRET Page 2 of 3

Message

bl

b3

PN

The fact of the matter is that we already comply with a requirement that we determine whether the target of a
i ing coals to Newcastle.

708

b2

j =3

b7E

In my experience, we have never obtained an order to wiretap a target we could not identify if we could not
identify the premises to be surveilled, and 1 am having a difficult fime imagining how we could satisfy the statutory
requirements for a FISA order without showing PC to believe one or the other. | simply cannot see how we cold
make the necessary showing that the target was taking steps to obscure the carrier on whom to serve the order if,
not knowing his identity, we could not specify the premises he was using.

_____ Oriai —
Fromi |CTD) (FBI) b6

Sent: Tuesday, July 20, 2004 2:39 PM
To: BOWMAN, MARION E. (OGC) (FBI); (OGC) (FBI)
Subject: QFRs #104

b7cC

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hello,

On 05/20/04 the Director testified before the Senate Judiciary, which has
resulted in 270 QFRs to the FBI. Attached you will find one regarding your
program. Can you have someqne prepare an unclassified response to this bé
question and get it back tol and myself by 07/22/04. b7C
Unfortunately, the deadline is immediate as this question was inadvertently
left of the series of questions due teo OCA cn July 19th.

Below is guestions #104.

104. CTD. The Security and Freedom Ensured (SAFE) Act (S. 1709) would amend

the roving wiretaps provision of the PATRIOT Act (section 206) by placing
reasonable safeguards to protect the conversations of innocent Americans.

a. The SAFE Act would reguire the FBI to determine whether the target of the
wiretap is present at the place being tapped. Since the FBI must already
cemply with this requirement when conducting roving wiretaps in criminal
investigations (see 18 U.S.C. § 2518(11), (12)), why shouldn’t Congress
require the FBI to comply with this important requirement when conducting
roving wiretaps in foreign intelligence investigations? Please explain.

b. The SAFE Act would also require the FBI to identifyv either the target of
the wiretap or the place to be wiretaoped] I

1
|[This 1s & sensible requirement
to protect i1nnocent Amerlcans who are not the target of an investigation,

SECEET

b2

b5

b7E
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while still allowing the FBI to conduct surveillance of suspected terrorists
or spies. Why shouldn’t Congress enact this prudent safeguard? Please explain.

Thanks,

b2
bé

biC

ENSITIJEBUT UNCLASSIFIED

DERI M: Multiple Soifces

DECLASSIFI EMPTION 1
S

PERIVED FROM: Multiple Sources
% PTION 1

SE

DE OM: Multi urces
DECLASSIE EMPTION 1
SECRET

SECRET

6/14/2005 -




Message

ALL THFCRMAT
HEREIN IZ UM
pALE 06-31-2

Page 1 of 4
TON CONTATNED
CLAZEIFPIED
005 BY BS5179 DMH/CLE

CA# 05-Cv-0845
|(OGC) (FBI)
From: (OCA) (FBI) b6
Sent:  Wednesday, July 21, 2004 7:13 PM b7C
To: ITD) (FBI) J(OGC) (FBI)
Cc: [OGC) (FBI) OGC) (FBI) DGC) (FBI);
[OGC) (FBI)
Subject: RE: QFRs #104
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
bé
b7C

Can we chat on Thursday? |'ve tried to put this information together with the question, and I'm confused because
it seems like they are trying to MAKE presence of the target a requirement. I'm sure you can explain it to me.

Can we talk?

b2
I;lce ST Congressional Affairs bé
% oom 7252 b7C

_____ Or' i ————
From (ITD) (FBI)
Sent: Wednesday, July 21, 2004 4:32 PM

To} (OGC) (FBI)

[OGC) (FBI)
Subject: RE: QFRs #104

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Q #85 on roving wiretaps did not present this issue, thus the responsel_
address the issue presented in Q# 104. Might OCA already have soughtand o

bé

b7C

| Ce: 0GC) (FBI); JoGc) (FaI)|

[OGC) (FBI);

brepared for Q#85 did not ¢

ptained a separate

response associated with the legislation described: SAFE Act (s 1709) that could be used. For what its b7c

worth here's my thoughts:

b2
b5

b7E

b2

bs

b7E

6/14/2005
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b2

bs

b7E

6/14/2005

----- Original Message---—-
From OGC) (FBI) be
Sent: Tuesday, Ju , 4:55 PM

To (ITD) (FBI) b7C
Subject: FW: QFRs #104

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Sorry | had the wrong e-mail address in the first e-mail.

004 4:44 P

bé

b7C

(OGC) (FBI); (OGC) (FBI)]

] FBI
: Curran, John F. (OGC) (OGA); BOWMAN, MARION E. (OGC) (FBI)
Subject: FW: QFRs #104

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Help!! It appears that QFR #104 was assigned to the Office of Intelligence

forwardmg this
whatever though
request. Thanks.

From: BOWMAN, MARION E. (OGC) (FBI)

Sent: Tuesday, July 20, 2004 4:32 PM bé
To IOGC) (FBI) B7C

Subject: RE: QFRs #104

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Yes, | guess so

----- QOriainal Message-—---

From: (OGC) (FBI)
Sent: Tuesday, July 20, 2004 4:30 PM
To: BOWMAN, MARION E. (OGC) (FBI) b7c
Subject: RE: QFRs #104

bé

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

It was not assigned to ahyone in OGC. Do you want us to handle it?

b2
bé
b7C

L7E
and they are referring it

n has to do with imposing statutory safeguards on our use of roving wiretaps.
answered a roving wiretap QFR and that i am forwarding this e-mail to

ill be out of the office tomorrow s ffered up 0 assist. | am:
ecause | believe the FISA rovings have mainly been used in ases so
ould add would be great. Sorry for the short notice. We just received this
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6/14/2005

Page 3 of 4

b6
From: BOWMAN, MARION E. (OGC) (FBI)

Sent: Tuesdav. July 20. 2004 4:13 PM bic
To (OGC) (FBI)
Subject: FW: QFRs #104

SENSITIVE BUT UNCLASSIFIED
NON-RECORD :

Did we or ILU handle a related question?

From| [CTD) (FBI)

Sent: Tuesday, July 20, 2004 2:39 PM bé
To: BOWMAN, MARION E. (OGC) (FBI) OGC) (FBI) bIC
Subject: QFRs #104 .

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hello,

On 05/20/04 the Director testified before the Senate
Judiciary, which has resulted in 270 QFRs to the FBI. Attached
you will find one regarding your program. Can you have someone
prepare_an unclassified response to this question and get it
back t and myself by 07/22/04. bé
Unfortunately, the deadline is immediate as this question was
inadvertently left of the series of questions due to OCA on
July 19th.

bIC

Below is questions #104.

104. CTD. The Security and Freedom Ensured (SAFE) Act (S. 1709)
would amend the roving wiretaps provision of the PATRIOT Act
(section 206) by placing reascnable safeguards to protect the
conversations of innocent Americans.

a. The SAFE Act would require the FBI to determine whether the
target of the wiretap is present at the place being tapped.
Since the FBI must already comply with this requirement when
conducting roving wiretaps in criminal investigations (see 18
U.s.C. § 2518(11), (12)), why shouldn’t Congress require the
FBI to comply with this important requirement when conducting
roving wiretaps in foreign intelligence investigations? Please
explain.

b. The SAFE Act would also require the FBI to identify either
the target of the wiretap oxr the place to be wiretapped.

Thlis 1s a sensible

TTUQUIICMEIIC CO PLotECtT INIIOCEINC AmerIcans who are not the
target of an investigation, while still allowing the FBI to

conduct surveillance of suspected terrorists or spies. Why b2
shouldn’t Congress enact this prudent safeguard? Please b5
explain.

b78




Message

Thanks,

b2
b6

b7C

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

6/14/2005
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ALL INFOHMATION COMTATIMED
HERETIN I8 UNCLASRIFIED
DATE 08-D1-2005 BY 65179 DMHSCLS

CA# 05-Cv-0845

LAMMERT, ELAINE N. (OGC) (FBI) ' b6
bIC
From: | koae) (FBi)
Sent: Tuesday, July 20, 2004 5:00 PM
To: (QGCN ernd |(OGC) (FB
Cc: BOWMAN, MARION E. (OGC) (FBI OGC) (FBI)
Subject: RE: QFRs #104 b6
SENSITIVE BUT UNCLASSIFIED pre
NON-RECORD
Listen nd | have not been involved in any roving wiretaps, and are going to be not very helpful here.

[We are different because we are collecfing intelligence to prevent a horrible occurence. We are

not Just collecting evidence. = We won't know where the target will be or where they will go.

I:lhave you seen a roving FISA?

bé
b7C
----- QOriginal Message-----

From [OGC) (FBI)
Sent: Tuesday, July 20, 2004 4:44 PM

To[_ l(oGC) (FBI loce) (FaI)

(OGC) (FBI) OGC) (FBI)
Cc: Curran, John F. GA); BOWMAN, MARION E. (OGC) (FBI)
Subject: FW: QFRs #104

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Help!! It appears that QFR #104 was assigned to the Office of Intelligence and they are ing |
lh_qgestion has to do with imposing statutory safeguards on our use of roving wiretaps.
nswered a roving wiretap QFR and that is why | am forwarding this e-mail to them. 7

w

Will be out of the office tomorrow sﬁﬁered u o assist. | am forwarding thi
because | believe the FISA rovings have mainly been used | Cases so whatever thought u
add would be great. Sorry for the short notice. We just recel this request. Thanks.

From: BOWMAN, MARION E. (OGC) (FBI)
Sent: Tuesday, July 20, 2004 4:32 PM
Toj kOGC) (FBI)
Subject: RE: QFRs #104 b7C

bé

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Yes, | guess so

6/14/2005
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Froml OGC) (FBI)
Sent: Tuesday, July 20, 2004 4:30 PM be
To: BOWMAN, MARION E. (OGC) (FBI)  b7c
Subject: RE: QFRs #104

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

It was not assigned to anyone in OGC. Do you want us to handle it?

From: BOWMAN, MARION E. (OGC) (FBI)

Sent: Tuesday, July 20, 2004 4:13 PM b6
To; lOGC) (FBI) b7C

Subject: FW: QFRs #104

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Did we or ILU handle a related question?

..... Or' i R b6
From| [cTD) (Fa1) b7
Sent: Tuesday, July 20, 2:39 PM

To: BOWMAN, MARION E. (OGC) (FBI) |(oGe) (FBI)
Subject: QFRs #104

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hello,

On 05/20/04 the Director testified before the Senate Judiciary,
which has resulted in 270 QFRs to the FBI. Attached you will £find
one regarding your program. Can you have someone preparsg

d response to this question and get it back tg bé
bnd myself by 07/22/04. Unfortunately, the deadline is
immediate as this question was inadvertently left of the series of bic

queétions due to OCA on July 19th.

Below is questions #104.

104.'ggp. The Security and Freedom Ensured (SAFE) Act (S. 1709)
would amend the roving wiretaps provision of the PATRIOT Act
(section 206) by placing reasonable safeguards to protect the
conversations of innocent Americans.

a. The SAFE Act would require the FBI to determine whether the
target of the wiretap is present at the place being tapped. Since
the FBI must already comply with this requirement when conducting
roving wiretaps in criminal investigations (see 18 U.S.C. § 2518
(11), (12)), why shouldn’t Congress require the FBI to comply with
this important requirement when conducting roving wiretaps in '
foreign intelligence investigations? Please explain.

b. The SAFE Act would also require the FBI to ldentify either the

6/14/2005




Message Page 1 of 4
DECLASSIFIED BY €517% DMH/CLS
O 0R-08 ?,I‘II‘IF.
) CA# 05-CV-0845
(OGC) (FBI)
From: (OGC) (FBI) °e
Sent:  Friday, July 16, 2004 11:56 AM - p7c
To: | lcTD) (FBI)
ce: | foGce) (FBI) OGC) (FBI
(OGL) (FBI) -
Subject: CT Survival Guide
b2
mb b6
RECORD 66F-HQ-A1247863 -

|National Security Lawy

OGC, asked me to review for

Tegal sufficiency Section X of the draft "Crsurvivarcume, enmmen—PamorAcr— My comments follow.

b5

b5

- b5

b5

bs

6/14/2005
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DATE: 12-15-2005
CLASSIFIED BY 65179 DMH/BAW/EVR
REASON: 1.4 (C)

DECLAZSIFY ON: 12-15-2030
entire pages of 1, 2,3, classified and part of page 33 in this review only

oo

L8y

ed by: 7143

SECRET




SECRET

bl

SECKE1

51




bl

SECRET

iy

SECRET 3




SECRET

Warrant issued only by Foreign Intelligence Surveillance Court (Attorney General in
emergency)

Ex Parte Order based solely on government's evidence

Limited Disclosure/Covert Collection

bl
b2
b5

b7E

SECRET 33




CECLAZZIFIED BY $5179 DMH/BAW/ FVR
Message oM 12-15-20058 b } : ' ’ Page 1 0f2

CA# 05-CV-0845

[OGC) (FBI) bé
b7C

From: L (OGC) (FBI)

Sent: Tuesday, July 13, 2004 1:17 PM

To: DGC) (FBI OGC) (FBI)

Cc: (OGC) (FBI) (OGC) (FBI)

Subject: FW: Sunset Provision Examples '

Importance: High
SECRET e
RECORD 66F-HQ-C1364260

b7C
| |of ILU needs immediate assistance with a tasking. Senator Feinstein
wants to support the Bureau by promoting the renewal of the sunset provisions of the Patriot Act. In order to do
s0, she needs concrete examples of where the provisions have been useful to specific investigations. CTD
provided case summaries but, in most of the cases, it is difficult o ascertain just how the provision(s) was useful
to the investigation.

| Bnd | discussed this tasking and determined that the best and most expedient way of assisting with this

would be for the attorneys assigned to the substantive unit with responsibility for the case to review the summary
and then meet with the HQ agent to positively determine just how the provision was useful. cautioned be
that many of the agents are unfamiliar with the exact provisions of the Patriot Act. Some do notrealize that the .
provisions used in the investigation derived from the Patriot Act and are destined to go away if not renewed. =
Thus, you may need to educate the agent about the provisions before discussing with them how they were useful
to specific investigations s just looking for a couple of lines. F’ote below provides a good
explanation. ]

From my quick review, it looks like the bulk of these are CONUS Il and [} cases.

I%l SSPI |are listed on many of the summaries. | thinl{:but be
3 iIs CONUS Il as well.

B7C
[Many summaries have SSA ame attached. | think he is CONUS IIl. ssm b6
Iso listed as is SSA ink he is CONUS IV but you were kind enough to agree to take ..
This |i| Fbsence).
if | am wrong in my assignment to the twb of you for all the summaries, please let me know ASAP. Sorry for the
short deadline, and thanks. Please se# |wessage below. Let me know if | can offer any help.
b6
= Original Message-----
From (OGC) (FBI) b7e
Sent: TUTSOAY, JUIV I3, Z00% 1256 PM
Toi (OGC) (FBI)
Subject: Sunset Provision Examples
: b7C
T

RECORD 66F-HQ-C1364260

S per our conversation earlier today, I'm soliciting the assistance of NSLB attorneys as they may be
more familiar with the terrorism cases than | am. Attached is a list of case summaries submitted by CTD that may
be examples of how the various sunset provisions of the Patriot Act were utilized. | have placed them in
categories based upon the sunset provision that the field asserts was utilized on that case, however, for most
cases it is difficult for me to ascertain how that provision was utilized and if it was helpful in the case.

6/14/2005
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Could NSLB review the case summaries and talk to anyone in CTD or the field in order to advise me specifically
how that provision of the Patriot Act was helpful. The information can be classified. Please provide that
information to me either via a phone call TODAY, or via e-mail by COB today. | am under an extremely tight

deadline so that a classified list of examples might be prowded to Senator Feinstein in an effort to justify the
renewal of these provisions.

Attached is both the classified submission by CTD and a brief synopsis of the effect of each provision.

Thank you in advance for your help on this effort!

TTOTOGC b2
bé

b7C

DERIVED FROM:-6-3-EBI Classification Guide G-3, dated 1/97, Foreign CQunterlntel-hqtmce‘lﬁ'\ﬁ'stl/ gations
DECLASSIFICATION EXEMPTION 1

SECRET ——

DERIVED F TG ification Guide G-3, dated 1/97, Foreianﬁoum gations

DECLASSIFICATION EXEMPTION1 _——————

6/14/2005
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(OGC) (FBI) g
From: OGC) (FB|) b7¢ DEC_LASS{E’IED BEY 6517% DMH/CLZ
Sent: Wednesday, July 07, 2004 4:08 PM on 09 0emEnne
CA# 05-Cv-0845
To: (CTD) (FBI)
Cc:: DGC) (FBI); AINORA, THOMAS (OGC) (FBI)

Subject: Legal Review of "On the Job Guidebook"

SEGRET—
RECORD 66F-HQ-A1247863

bé

biC

| and several National Security Law Branch attorneys are reviewing assigned portions of your draft "On the Job
Guidebook" for legal sufficiency. | assigned myself the chapters on the Foreign Intelligence Surveillance Act and
|0OBs, which I'll do separately. ’

b5

b6

b7C
Also, in the first paragraph in that section

b5
Same paragraph: A nit--the word "government" is never capitalized unless it appears with the initials "U.S." The
same rule applies to the word "federal." GPO Style Manual.
Same section, third oaragraph:| J

Re the next page (p. 27), | believe you have melded your discussions of probable cause and primary purpose -
without intending to do so. | recommend you break them out as follows:

k5

In criminal investigations, for years the courts applied a two-pronged test for probable cause. The first prong
required police officers to assess the credibility of a source; the second prong required an assessment of the
source's basis of knowledge. In a 1983 decision, lllinois vs. Gates (462 U.S. 213) the U.S. Supreme

Court reviewed the state of the law to that point and concluded that the correct test for probable cause was a
"totality of circumstances" test. While this test requires more than an unfounded suspicion, courts applying the
lliinois vs. Gates standard have recognized that probable cause is less demanding than the evidentiary standard
of beyond a reasonable doubt and is a lower standard than "preponderance of the evidence." As a result,
magistrates reviewing criminal warrants are now simply required "to make a practical, common-sense decision
whether, given all the circumstances set forth in [an] affidavit . . . this is a fair probability that . . . evidence of a
crime will be found in a particular place." lllinois vs. Gates, 462 U.S. 213 at 238.

FISA has this same legal standard for probable cause: totality of thé circumstances. However, unlike criminal
cases where a magistrate is looking for specific evidence of a crime, the Foreign Intelligence Surveillance Court

6/14/2005
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(FISC) will review an Agent's declaration of facts to determine whether probable cause -- i.e., a totality of
circumstances -- exists to believe the target of proposed search or surveillance is a "foreign power" or "an agent
of a foreign power," as those terms are defined in FISA. Additionally, if the subject of the proposed search or
surveillance is a "United States person" as defined in FISA, the FISC must further determine whether probable
cause exists to believe the target is engaged in activities that involve or may involve criminal conduct. See

50 U.S.C. § 1801(b). Additionally, for an electronic surveillance or search order to be issued, the FISC must also
find that there is probable cause to believe that each of the facilities or places to be searched or surveilled is
being used, or about to be used, by an a foreign power or an agent of a foreign power. Thus, while the

specific findings of fact are different under FISA, in each instance the underlying legal standard --i.e., the test for
probable cause remains the same: the totality of the circumstances, just as it is in criminal cases."

b5

b5

The USA Patriot Act eliminated the wall entirely. Now, rather than requiring the Director of the FBI and the
Attorney General to certify that "the purpose" of a FISA search or surveillance was to obtain foreign intelligence
information, it is legally permissible to certify that "a significant purpose" of the FISA is to obtain foreign
intelligence information. This change in the law thus eliminates the need for FBI investigators to evaluate whether
an investigation has a predominately criminal or intelligence purpose. It no longer matters. The Attorney General
has opined that FISA can now be used "primarily for a law enforcement purpose, so long as 'a significant
purpose" is also to obtain foreign intelligence information. This change in the law thus permits the full

coordination between intelligence community and law enforcement personnel. This fact is reflected in the current
Attorney General Guidelines, which state in part:

[T[he FBI shall provide intelligence information expeditiously to other agencies in the Intelligence
Community so that these agencies can take action in a timely manner to protect the national

security in accordance with their lawful functions." b2 ,b5, bs, bTC, bTE
Fromthere] |l think you can return to your on page 27. In this
regard, to ensure you and | are thinking the sam on p. 27 you indicate that

| hmwrmmwprm OTWOras. b5

RIOCESS CONCCLY alld COMDICTCIV 1] NS NeX{ DAraQraDni, 1 TeCoOMmMmend Vo

The rest of that paragrapn Is legally Sutficient as written.

Re the Section titled "Basic FISA Request Content," page 28] I

I
| iHe does a lot of your work for you. b5 b6, bIC

In the same section, | recommend

b5

b5

6/14/2005
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ALL THFORMATION CONTATNED
HEREIN IZ UMCLASEIFIED
DATE D2-08-2005 BY 6517% DMH/CLS

|(0GC) (FB') CA# 05-Cv-0845

From: | loce) (FBYy - *¢

Sent: Monday, June 07, 2004 11:13 AM

To:

biC

| loGe) (FBI)

Subject: RE: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act

UNCLASSIFIED

NON-RECORD
b5
bé
b7C

_____ Oriqi S

From |(OGC) (FBI) : , bé

Sen 004 11:00 AM B7C

To 0GC) (FBI); lcoGe) (Fa) |(oGC) (FBI);

C) (FBI)
Cc: BOWMAN, MARION E. (OGC) (FBI)

Subject: FW: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act

UNCLASSIFIED
NON-RECORD .

I know it is really short notice (I advised OCA that | did not think we could get our comments to them by
11:00 am) but if you have comments please let us know.

From [OCA) (FBI)

Sepnt: 4 4 9:06 AM

To (OGC) (FBI); BOWMAN, MARION E. (OGC) (FBI) | »s
(OGCy (FBD] (CID) (FBI) (CID) (FBI); ANDRESS, BEVERLY (CD) b7¢
(FBI) (CD) (FBI); RUSSU, RUSANNE (CDJ (FBL); (CTD) (FBL);
HARR ; T); BAGINSKI, MAUREEN A. (DO) (FBI)] DO) (FBI)

Subject: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act

UNCLASSIFIED
NON-RECORD

The attached testimony is being given before Congress. Please review the testimony and provide your
comments, if any, to CAO. Please indicate if your division is in favor or opposed to the testimony as well
as the reasons for your division's position. If your division opposes the testimony fully or in part, but
believes that it can be remedied by changes in the verbiage, please describe in detail what should be
added, deleted, or changed, including recommendations for substitute language sufficient to correct the
objectionable section(s).

Please E-mail your comments to SSAI |with acc tt1 LYour b6
comments should be prepared in Microsoff Word format which is suitabl n to DOJ
and to congressional staff. Please send these comments to the CAO contact person as an b7c

6/14/2005
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attachment to your E-mail. If you have additional comments which are not suitable for dissemination,
please include them in the body of your E-mail separate and apart from the attachment. If your division is

not taking a position and has no comments, please send an E-mail to the CAO contact person stating
such. _

DEADLINE 11:00 am 6-7-04. We appreciate your attention to this matter.

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

6/14/2005




. ALL THEORMATION CONTATINED .
Message HEREIN IZ UMNCLAZBEIFIED Page 1 Ofl

DATE 03%-06-2005 BY 65179 DMH/CLS

CA# 05-CV-(0845

|(0GC) (FBI)
bé
From: | PCA) (FBI) b7C
Sent: Monday, June 07, 2004 9:06 AM
To: l0GC) (FRIY BOWMAN, MPBJ.Q.N_LLO_G.C_L{.EBD:, |
(CID) (FBI- CID)
; ESS, BE {CD)(FBI), RUSSO,

ROSANNE (CD) (FBI] (CTD) (FBI): HARRINGTON, T J. (CTD) (FBI);

BAGINSKI, MAUREEN A. (DO) (FBI)| DO) (FBI)
Subject: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act

Follow Up Flag: Follow up
Due By: Monday, June 07, 2004 11:00 AM
Flag Status: Flagged

UNCLASSIFIED
NON-RECORD

The attached testimony is being given before Congress. Please review the testimony and provide your
comments, if any, to CAO. Please indicate if your division is in favor or opposed to the testimony as well as the
reasons for your division's position. If your division opposes the testimony fully or in part, but believes that it can
be remedied by changes in the verbiage, please describe in detail what should be added, deleted, or changed,
including recommendations for substitute language sufficient to correct the objectionable section(s).

Please E-mail your comments to SSA ithacc td | Your comments
should be prepared in Microsoft Word format which Is suitable for dissemination to DOJ and to
congressional staff. Please send these comments to the CAO contact person as an attachment to your E-
mail. If you have additional comments which are not suitable for dissemination, please include them in the body
of your E-mail separate and apart from the attachment. If your division is not taking a position and has no
comments, please send an E-mail to the CAO contact person stating such.

b2
DEADLINE 11:00 am 6-7-04. We appreciate your attention to this matter. b6

b7C

UNCLASSIFIED

6/14/2005
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IREASON: 1.4 (C)
DECLASEIFY ON: 12-15-2Z030

CA# 05-CVv-0845

, 5 ET DATE: 12-15-2005 o ..
Message CLASSIFIED BY 65179 DMH/BAW/EVR  Page 1 of 3

(OGC) (FBI)
0 O UMM X 5 7500 I L0 0 AL L Y SO 0 1 L N 3 (B Y
g bé HEREIN I5 UNCLASSIFIED EXCEPRT
From: | |(DIV00) (FBI) b7C WHERE S3CWN OTHERWISE

Sent:  Tuesday, May 18, 2004 7:19 PM

To: (Div09) (FBI livo) kil
—(Div B AN, MARIONE TDIVUSTTFBT]]

Subject: RE: Statistics re USA PATRIOT Act provisions

UNCLASSIFIED
NON-RECORD

. | spoke with Rachel Brand @ DOJ OLP. She advised as follows:
Delayed Notice —use{- mes - although this is an old number and should be updated. She was not aware that bl
it had been updated.

Roving Wiretaps - # is classified . b
215 Regquests - # (0) was declassified in Sept '03, but has not been declassified since. In Rachel's opinion|:|
If NSLB has additional data that would be helpful for the Director's background information, it would be
appreciated. Thanks, :
_ b2
Oiffice of Congressional Affairs e
_____ Oriai —— b7C
Froml |(Div09) (FBI)
. Sent: Tuesday, May 18, 2004 r:52 PM
To (Div09) (FBI) (Div00) (FBI); BOWMAN, MARION E. (Div09)
(FD (Div09) (FBI) '
Cc [DVO0) (FBI)
Subject: RE: Statistics re USA PATRIOT Act provisions
UNCLASSIFIED
NON-RECORD
NSI R aill b5
assist you in obtaining the numbers of Roving FISAs and 215 requests As to delay notice
| | would call CTS, OEO or OLP.
----- Original Message-----
From (Div09) (FBI)
Sent: Tu 8, 2004 2:03 PM
To (DivON) (FBN: BOWMAN, MARICN E. (Div09) (FBI)
(Divi Div09) (FBI)
Cc piv00) (FBI)
Subject: RE: Statistics re USA PATRIOT Act provisions b6
b7C
UNCLASSIFIED
NON-RECORD

| can provide you the results from the field survey that OGC conducted, however, | can also

6/14/2005 | - EEp(ET
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guarantee that these are not entirely accurate numbers. The field survey was voluntary, and the level of
detail provided varied between the field offices. Furthermore, since then | have been advised that some
HQ divisions have been utilizing various Patriot Act tools, and | did not receive any contributions from any
HQ division on this survey, so their use is not included in any numbers that | have.

The field offices reported the following:

(5) bl
Section 206 - Rov; 1S r§ |mes
Section 215 - Use{ |me - fdtional orders currently in approval process b2
“(8) (8] b7E

Section 213 - Delayed Notice for Search Warrants - This is not a sunset provision, so we did not seek field
input on this specific provision at this time.

Also - as you are aware, field offices collect statistics on their accomplishments (i.e. search warrants
executed). | believe that Finance Division maintains, compiles, and reports these statistics. They may
have more accurate field wide numbers.

I hope this is helpful.

b2

Assistant General Counsel bE
Investigative Law Unit

Igmmumﬂleral Counsel  b7¢

From (Div00) (FBI)
Sent: Tuesday, May 18, 2004 1:41 PM

I_[q;_&ojm,iN, MARION E. (DivO) (FBIN | (Div09) (FBI):l
Div09) (FBI) (D09) (FBI)
Ccl [D00) (FBI) b6

Su A PATRIOT Act provisions b7C
Importance: High

UNCLASSIFIED
NON-RECORD

In anticipation of the Director's scheduled appearance before the Senate Judiciary Committee this
Thursday, May 20th, we are trying to confirm the number of times we have used Delayed Notice
(so-called "Sneak and Peek") Warrants, FISA Roving Wiretaps, and FISA Orders for

Tangible Things (i.e., so-called Section 215. Orders), since passage of the USA PATRIOT Act.

I realize there are several potential complications with compiling such numbers (e.g., Delayed
Notice Warrants used in traditional criminal cases, classification issues re 215 Orders, etc.).
Nevertheless, if any of you could provide some input on this, it would be very helpful. We can
almost guarantee the Director will be asked about the numbers when he testifies.

Is DOJ compiling numbers? |s there anyone at OLP or OIPR who may know?

Thanks,

| | b2
ice of Gongressional Affairs

bé

b7C

6/14/2005 SERRET
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UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED
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Message

(OGC) (FBI)

Page 1 of 1

From: |
Sent:  Tuesday, May 11, 2004 5:23 PM
To: |
Subject: Sunset Provisions

RECORD 66F-HQ-C1364260

[pivos) (FBI)

| (Divo9) (FBI)

I\ttached are the two documents | provided to OPA
Teld survey that I'm currently putting together. | did leav

document was a brief summary we provided to DOJ in March.

be DECLASEIFIED BY S5179 DMH/CLZ
ON 09-D6-2005

CA# 05-CV-0845

bIC

| The 1st document is the summary of
d portions for you. The 2nd

The consistent comment from the field was that the information sharing provisions (203 and 218) were the most
important provisions in the Patriot Act. As you know, they have significantly altered the way we conduct business
on a daily basis. This was a consistent point made in the field responses. They pointed to the joint task forces,
better communications with other agencies, better working relationships across the board because they are no
longer stifled by fear that they may inadvertantly share information incorrectly, better use of resources, etc.

While we know that 218 opened the door for more communications from the intell to the criminal side, does NSLB
have any opinion on what effect the expiration of 218 would have on the FISC court opinion? Would this

essentially then rebuild the wall?

If | can help, please feel free to contact me.

b2

bé

b7C

DERIVED FR Guide G-3, dated 1/97, Foremm

DECLASSlFlCATlON EXEMPTIONY ———

6/14/2005

bé
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EEEEET DATE: 12-16-2005

CLASSIFIED BY A5179 DMHSBAW/S PVR
REABON: 1.4 ()
DECLASSIFY ON: 12-16-2030

. i + CA# 05-CV-0845
ABLT, THFEFORMATION CONTATMED USA Patrlo.t {ACt
HEREIN IS UNCLAZSIFIED EXCEPRT Sunset PrOVISlonS
WHERE ZHOWN OTHERWISE .
I ; Field Office Comments
April 2004

Section 201 & 202 - Expanded Title III predicates
These provisions expanded the predicate offenses for Title III intercepts to include crimes
relating to chemical weapons (18 U.S.C. § 229), terrorism (18 U.S.C. §§ 2332, 2332a,
2332b, 2332d, 2339A, and 2339B), and felony violations of computer fraud and abuse
(18 U.S.C. § 1030). Later amendments to this portion of the statute expanded the Title III
predicates to also include 18 U.S.C. § 2232f (Bombings of places of public use,
Government facilities, public transportation systems and infrastructure facilities) and
2339C (terrorism financing). Due to the timing and statutory placement of these two
additional predicate offenses, it is likely that these are now included in the sunset
provision.'

Survey Results: The respondents to the field survey indicated that there was at least one
Title III order where terrorism was identified as the predicate offense.

Section 203 (b) & (d) - Information sharing for foreign 1nte111gence obtained in a Title III and
criminal investigations.
Section 203(b) authorizes the sharing of foreign intelligence information obtained in a
Title III electronic surveillance with other federal officials, including intelligence officers,
DHS/DODY/ICE officials, and national security officials. The Homeland Security Act
later authorized disclosure to foreign investigative or intelligence officials and to any
federal, state, local, and foreign official when it reveals a threat of attack.

Note: The Congressional Research Services (CRS) report to Congress on the sunset
provisions erroneously states that “termination of authority under subsection 203(b) may

be a litgle consequence ™ In fact. the termination of this nrovision would have ahsurd
results
[ |
|_ |Essentiallv] |

Section 203 (d) authorizes the sharing of foreign intelligence information collected in a
criminal investigation with intelligence officials. The Homeland Security Act also added
foreign intelligence and investigative officials to the list of receiving officials. Due to the

bs

'See CRS Report for Congress, “USA Patriot Act Sunset: Provisions That Explre on
December 31, 2005," dated January 2, 2004., CRS Report RS 21704.

2CRS Report RS 21704 at 5.

SECEET




bl b2, b5, bTE

|res

bl b2, b5, bTE

I

NaLL

Section 207 - Extended Duration for Certain FISAs P! b2. b5, b6, b7C, biE
Section 207 extends the standard duration for several categories of FISA orders.

[awaiting input from NSLB on this] pe

b7C

Section 209 - Seizure of Voice Mail with a Search Warrant
Section 209 clarified that voice mail could be obtained with a search warrant under 18
U.S.C. § 2703 (similar to e-mail). Previously, some courts had required a Title 11l order
to obtain stored voice mail.

bl

[S]

Section 212 - Emergency Disclosures of E-mail & Records by ISPs
Section 212 created a provision that allows a service provider (such as an Internet Service
Provider) to voluntarily provide the content and records of communications related to a
subscriber if it involves an emergency related to death or serious injury. The Homeland
Security Act modified this provision as it relates to the content of communications, but
not as it relates to the records held by a service provider. For this reason, the
Congressional Research Service concludes that only those provisions relating to the
voluntary disclosure of records is subject to the sunset provision.’

*See CRS Report, page CRS-8.

Egﬁ{gr




SEBRET

[was 2702 (c)(3) part of this provision? - allows for voluntary disclosure of records to
protect their own property and rights.]

l15)

bl

[S]

bl

b7a

Section 214 - FISA Pen/Trap Authority
FISA pen/trap and trace orders are now available whenever the FBI certifies that “the
information likely to be obtained is foreign intelligence information not concerning a
United States person, or is relevant to an ongoing investigation to protect against
international terrorism or clandestine intelligence activities, provided that such
investigation of a United States person is not conducted solely upon the basis of activities
protected by the first amendment to the Constitution.” This provision eliminated the
previous requirement that the application also contain specific and articulable facts giving
reason to believe that the targeted line was being used by an agent of a foreign power, or
was in communications with such an agent, under specified circumstances. This '
provision now more closely tracks the requirements to obtain a nen/tran order under the
criminal provisions set forth in 18 U.S.C. § 3123 [S]

SEDRET

bl
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ET

Section 215 - Access to Business Records under FISA
Section 215 changes the standard to compel production of business records under FISA to
simple relevance (just as in the FISA pen register standard described above) and expands
this authoritv from a limited enumerated list of certain types of business records
to include “any tangible things (including booKs,
Tecords, papers, documents, and other items for an investigation to protect against

international terrorism or clandestine intelligence activities, provided that such bR
investigation of a United States person is not conducted solely upon the basis of activities
protected by the first amendment to the Constitution.”
[S]
bl

-Again the field offices consistently report their frustration with the length of time to get any
approvals from OIPR to utilize these provisions.

One field ofﬁcel ) confused the 215 stating it was an NSL. Check with them to
determine which 1t was. (I hese are different provisions).

b2

7R
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Message Page 1 of 1

(OGC) (FBI)

From: | (Div09) (FBI) b7C

Sent:  Tuesday, May 04, 2004 4:54 PM
To: (Div09) (FBI) Div09) (FBI

TV UIT T D17

ALL INFOREMATION COMTATIMED
Cc: (Div09) (FBI) | HERETN T8 UNCLASSTIFTED
N DATE 0%-06-2005 BY 65179 DMHSCOLE
Subject: Patriot Act Section 215 - after sunset CA# 05-CV-0845
UNCLASSIFIED
NON-RECORD
b6
b7C

In compiling the information received from our recent field survey on the various sunset provisions, I'm also
reading a report recently prepared by the Congressional Research Service for Congress on the various sunset
provisions. The report states that if Section 215 is left to sunset, "the impact of expiration may be mitigated by
changes in the law governing 'national security letters' that provide access to a wider range of business records”

This seems to be a confident statement that we will not be impacted by the expiration of Section 215. | know that
| have already found an error in the report regarding Title lll issues, and have alerted OEO to the misstatement so
that it can be corrected. | bring this to your attention to provide you the same opportunity should you disagree
with the statement.

If you have any questions, please feel free to contact me.

b2

bé

b7C

UNCLASSIFIED

6/14/2005
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Message g _ Page 1 of 7
OGC) (FBI)
. ALY, INFORMATTION CONTATHMED
From: (D|V09) (FBI) bé HEEELM I8 _UN(_‘._.ASSLHL_ELJ
Sent: WedneSday, Aprll 28| 2004 912 AM » b7C . DATE 09-06-2005 By 65175 DMHSCLS

To: DivOg) (FBI) CA# 05-Cv-0845

Subject: FW: 8/11 Commission Recommendations

UNCLASSIFIED
NON-RECORD

|:|Please see| L mail below and GC's input. Thanks.

----- Oriainal Message-----

Fro Div09) (FBI) .
Sei:: ﬁfi::f:::. i:: [ 28, 2004 9:10 AM .

To Div09) (FBI) b6
Su H T nmission Recommendations

b7C

UNCLASSIFIED
NON-RECORD

[ 1

Below is the final that went through the GC. Spike provided input on this as well. Hopefully, you didn't spend too
much time on this.

bé
----- Original Message----- b7C
From: Caproni, Valerie E. (Div09) (FBI)
Sent: Wednesday, April 28, 2004 8:26 AM
To iv09) (FBI) .
Cc Div09) (FBI); BOWMAN, MARION E. (Div09) (FBI) Div09)
(FBL (Div09) (FBI)
Subjé ommission Recommendations
UNCLASSIFIED
NON-RECORD
Thaose look aond |
I have a question about the proposed change to AG exemptions: since it has to come to DC anyway (and b5

presumably NSLU or ILU should be exercising some legal review of the requests) what is the real benefit of
delegating down to the field offices?

Can we do something for Acting SACs? As | recall, OIPR takes the position that an Acting SAC is of a rank lower
than deputy assistant director. Maybe limit it to ACting SACs that are SES?

From: KELLEY, PATRICK W. (Div09) (FBI)
Sent: Tuesday, April 27, 2004 6:14 PM
To: Caproni, Valerie E. (Div09) (FBI)

6/14/2005
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Cc| [Div09) (FBI); BOWMAN, MARION E. (Div09) (FBI)j | »s
(Div09) (FBI)| Div09) (FBI) BTC
Subject: 9/1T Commission Recommendations ‘

UNCLASSIFIED

NON-RECORD
Boss: here's the recommendations I'd like to seng or consideration of the 9/11 be
commission. It's not clear what our deadline is bu elieves we need to get them ASAP. Thanks. .
’ C
April 27, 2004
b6
TO:I | b7C

FROM: Patrick Kelley, Deputy General Counsel
Subj: Recommendations to the 9/11 Commission

The following recommendations are forwarded for possible consideration by the 9/11 bS
Commission.

6/14/2005
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b5

b5

bb
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OGC) (FBI)

. ALL INFOQRMATIOCN CONTATMNED
From' | (DlVOg) (FBI) HEEREETINM T& UNCLASSIFIED

Sent: . I_Iu.ﬁda.\l_A.DLI.I_ZLLDDJ T0:26 AM b6 DATE [§-06-Z005 BY 65179 DMH/CLS
To: (Div09) (FBI) o

Ce: | [ovos) (FB) b7C Cht 05-Cv-0845

Subject: " ~

NN

sample letter.wpd  2702-PA_letter

(31 KB) v2.wpd (33 KB) ‘
‘ UNCLASSIFIED
NON-RECORD
bé
b7C

The first letter looks very well done. It clearly explains that this is a voluntary
disclosure by the ISP, an important point. I offer the following comments:

1 - The standard for voluntary disclosure under 2702(b) (7) changed slightly with the
Homeland Security Act. It now states that the provider must believe in "good faith" that
the emergency exists. This was due to pressure from the ISPs. They didn't want to be in
the position to have to determine if the law enforcement request was reasonable (under the
old "Patriot Act" standard), but instead only to be held responsible to act in good faith.
Also, the Homeland Security Act eliminated the requirement that the emergency be in regard
to "immediate" death or serious physical injury, but instead that immediate action be
required. (for a more detailed explanation, see the EC we drafted on this - that (FYI) is
still not signed). (I edited the letter in this regard and attached it for your review)

Note - however, that these changes to the standard only effected (b)) (7) regarding
disclosure of content, and did not change the old standard for (c) (4) regarding records.
Thus, the way this letter spells out the standard for both content and records is good. b3

(see EC 66F-HQ-1085159-56 dated 10/14/03)

b5

b

b5 1




Again, this letter is very well done. These comments are intended to be only minor. It
does provide more details than I have seen in the past, however, the past does not always
dictate what is best. I have attached 2 documsnts. First, my minor edits to the

statutory language in the letter, and second, the sample letter I attached to the EC I
drafted.

Finally,[::::::] you may not be aware that the reporting requirement for these discloésures
under the Homeland Security Act has expired. We are no longer reporting these disclosures
to DOJ as we did througout last year. However, because it is a sunset provision, we are
trying to keep records on this use of this prov131on in order to justify the need and
provide solid examples of its use. ‘ bé

. bic
If there is anything further I can do to assist, please don't hesistate tec contact me.

Best wishes -

[ 1

————— Oriqinél Message——~—-- b6

From:| | (piv09) (FBI)

SenpeNMondass Sk AN 2004 9:54 AM b7C .
To: (Div09) (FBI)

Subject: EW: Ponies

UNCLASSIFIED
NON-RECORD

[;::::::] Could you review the firs nd let me know if it conforms with other b6
etters the FBI has used. Thanks. b7C

From: (WF) (FBI)

Sent e e o, ZoU2 9:38 AM be
To: [ (pivo9) (FBI); (Div09) (FBI) b7c
Cc: Curran, John F. (Div09) (OGA)

Subject: FW: Ponies

UNCLASSIFIED
NON-RECORD

Attached is a sample of the waranntless "Patirot Act" letters that ITOS is providing as a
"go byll .

From: | | (wry (FBI) b6
Sent: Monda April 26, 2004 8:46 AM p7C
To: (WF) (FBI)

SubJect: Ponies

UNCLASSIFIED
NON-RECORD

I've attached a couple of ponies regarding ISPs that I got from some recent training.

They are "Patriot Act" letters that 1ook interesting. Below are comments that came with
them from one of the CXS guys at HQ..

I've attached an Emergency Request that was done stright out of ITOS II here
-the SC signed off on it and I do not think ITOS *II is routing them by NSLB

2




(but they should atleast report them, after the fact). The office will have
to track and report how many of these are done, so check with your CDC for a
control file number to route them to. I know SAC's can sign them in the
field, but I do not think they can delegate that authoirty down (the same as
NSL'S) .

Oh, and the statute is 2703 on the criminal requests, 2703d for the logs, and
2703f for the preservation request.

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED




b7C
OGC) (FBI)

From: (WF) (FBI)

Sent: - - >0 AM

To: | kDivag) (FBL) (DivQ9) (FBI)

Cc: ~ Curran, John F. (Div09) (OGA)

Subject: FW: Ponies

ALL INFORMATION COHNTAINED
HEREIM I8 UNCLASSIFIED
DATE 09-06-2005 BY 651797 DMESCLS

CA# 05-CV-0845

2702-PA_letter.wp PArequest.wpd (28
d (29 KB) KB
UNCLASSIFIED
NON-RECORD

Attached is a sample of the waranntless "“Patirot Act" letters that ITOS is providing as a
" n -
go by". : _

————— al [e————=

From: (WF) (EFBI) bé
SenteMond=w vav el 2004 8:46 AM

To: (WF) (FBI) b7¢C

Subject: Ponies

UNCLASSIFIED
NON-RECORD

bé

b7¢

I've attached a couple of ponies regarding ISPs that I got from some recent training.
They are "Patriot Act" letters that look interesting. Below are comments that came with
them from one of the CXS guys at HQ..

I've attached an Emergency Request that was done stright out of ITOS II here
~the SC signed off on it and I do not think ITOS II is routing them by NSLB
(but they should atleast report them, after the fact). The office will have
to track and report how many of these are done, so check with your CDC for a
control file number to route them to. I know SAC's can sign them in the
field, but I do not think they can delegate that authoirty down (the same as
NSL'S) .

Oh, and the statute is 2703 on the criminal requests, 2703d for the logs, and
2703f for the preservation request.

UNCLASSIFIED

UNCLASSIFIED
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ALL INFORMATION COMTATMED |
HEEEINM IS UNCLASSIFIED
CDATE 08-06-2005 EY 65179 DMHSCLS

CA# 05-Cv-0845

koGc) (FBI)

b6
From: Caproni, Valerie E. (Div09) (FBI)

Sent:  Wednesday, April 21, 2004 8:24 AM
To: BOWMAN, MARION E. (Div09) (FBI); | (Divog) (FBI)
i ; Curran, John F. (Div09) TOGAT] Piv09) (

(Div09) (FB

Subject: RE: Patriot Act

b7C

|

UNCLASSIFIED
NON-RECORD

This has not yet been fully cleared for release by DOJ so do not disseminate outside of NSLU. Also, if there is
anything in it that gives anyone concern (i.e., are they disclosing too much about sources and methods) please let
me know ASAP. '

----- Original Message----- ,
From: BOWMAN, MARION E. (Div09) (FBI)

Sent: Wednesday, April 21, 2004 8:18 AM

To:l (Div09) (FBI) |Div09) (FBLY: ' ie E. (Div09)
(FBI); Curran, John F. (DivQ9) (OGA)| [DIV09) (FBI)I (Div09)
(FBI)| |
Subject: Patriot Ac

=13
UNCLASSIFIED pre
NON-RECORD
The attached was prepared by DOJ for the campaign to save the Patriot Act provisions that are slated to
expire.
UNCLASSIFIED

UNCLASSIFIED®

6/14/2005




ALL THFORMATION CONTAINED
Message HEREIN I% UHNCLAZBZIFIED Page 1 Of 1
DATE 0%-06-Z005 BY ©5179% DMH/CLS

CA# 05-CV-0845

OGC) (FBI)

From: BOWMAN, MARION E. (Div09) (FBI) o8

Sent:  Wednesday, April 21, 2004 8:18 AM
To: | [Divog) (FBI Lnivna) (FBI); Capropi, Valerie

' ~Curran, John F. (DivOSY (OGA] Div09) (FBI)
Div09) (FBI)

. Subject: Patriot Act

b7C

UNCLASSIFIED
NON-RECORD

The attached was prepared by DOJ for the campaign to save the Patriot Act provisions that are siated to expire.

UNCLASSIFIED

6/14/2005
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| (OGC) (FBI)
b6
From: | (Div09) (FBI) . BIC

Sent:  Monday, April 19, 2004 9:17 AM

To: | kpivog) (ke loivoo) Feif | |
(DO (FBN [(DivO9) (FBI)I TOWUE
[Div09) (FBI)l FDIVO ) (FBI) |
(Div09) (FBI) '
ALT THFORMATTON CONTATNED
Subject: RE: Restrictions on sharing information with TTIC HEREIN I§ UNCLASIIFIED
DATE 09-06-2005 8Y 65179 DMH/CLE
UNCLASSIFIED : CA# 05-Cv-0845
NON-RECORD

Has there been any further evauation of this position?. | haven't seen any replies to this email.

""" Qcininal Meggaae----.
From [Div09) (FBI).
Sent: Thursday, March 04, 2004 3:19 PM
Tdl (Div09) (FB[ Div09) (FBI) |(ivos) (FB1;
DiuNOY £FBT) (Div09) (FBI) KDiv09) -
(FBI) (DivO9) {FBIJ; (Div09) (FBI)
Subject: Restrictions on sharing information With 1TIC b6
b7C
UNCLASSIFIED
NON-RECORD

Section 203(d) of the Patriot Act provides that "Notwithstanding any other provision of law" it is lawful to
share foreign intelligence or counterintelligence (as defined in 50 USC 401a) or foreign intelligence
information obtained as part of a criminal investigation with any federal law enforcement, intelligence,
protective immigration, national defense, or national security official in order to assist the receiving official
in his official duties. The receiving official may use the information only as necessary in the conduct of his
official duties subject to any limitation on the unauthorized disclosure of such information.

b5

bE

UNCLASSIFIED

UNCLASSIFIED

6/14/2005
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(0GC) (FBI)

) b6
From: | [Divos) (FBI) -
Sent:  Tuesday, March 30, 2004 3:42 PM
To: Div00) (FBI)
Cc: Curran, John F. (Div09) (OGA); BOWMAN, MARION E. (Div09) (FBI)
(Div09) (FBI); KELLEY, PATRICK W. (Div09) (FBI)
ALL THFORMATION CONTATNED
Subject: RE: DOJ Request for Response, due to DOJ MARCH 31 HEREIN I§ UNCLASSIFIED .
. DATE 09-08-2005 BY AL5178 DMH/CLS
UNCLASSIFIED CA# 05-CvV-0845
NON-RECORD
bé
I:l Here are your responses. b7C

Question: Has the FBI served any NSLs on libraries since September 11, 2001 - yes or no - and if yes, on how
many occasions?

Answer: No.

Question: Since September 11, 2001, what guidance has the Department provided to the FBI about the use of
NSLs to obtain records from libraries and/or bookstores?

Answer: To the best of our knowledge b5

From (Div00) (FBI)

Sent: —2004 8:21 AM bé
Toi (Div09) (FBI) bC
Subject: RE: equest for Response, due to DOJ MARCH 31

UNCLASSIFIED

NON-RECORD
[ ] s
' ' b6
b7C

email made it sound as though you would collect more info than that, and I'd love for you to
—zrvororzroromoTral work, if possible.

Thanks. Sorry you keep inheriting these.

;;lce o; ;ongressional Affairs bz
JEH Building Room 7252 b6
. b7C

_____ Or‘ i ————
From: Div09) (FBI)

Sent: Sunday, March 28, 2004 10:36 AM
To:l (Div00) (FBI)
Cc: Curran, John F. {Div09) (OGA); KELLEY, PATRICK W. (Div09) (FBI)|

(Div09) (FBI) (Div09) (FBI)

6/14/2005
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6/14/2005

Page 2 of 3

Subject: RE: DOJ Request for Response, due to DOJ MARCH 31

UNCLASSIFIED
NON-RECORD

| |l'll be out of the office this week. Per this e-mail | have forwarded your request to

no will b1 l . ‘ - Ij

|- Could you please assis

guidance issued by DOJ re:useaf A

hese questions? | am not aware of any

_____ Or' —————

From (Div00) (FBI)

Sent: Fridav. Marc 04 5:14 PM

To: Div09) (FBI) b6
Cc: Curran, John F. (Div09) (OGA); KELLEY, PATRICK W. (Div09) (FBI) »b7c

Subject: DOJ Request for Response, due to DOJ MARCH 31
Importance: High

UNCLASSIFIED
NON-RECORD

DOJ has just asked us to very quickly prepare responses to the following questions. The bad
news is that their deadline is March 31 because of an upcoming hearing. The good news is
that the questions are fairly narrow.

Could you please respond to the following? If | need to seek assistance from someone else,
please let me know. Obviously, time is limited. I'm happy to come and pick up any
documents responsive to 6A (note that they have not asked for FBI guidance, but only DOJ
guidance to the FBI).

b5
Thanks for your help.

bé
b7C

bs
bé

b7C

b5
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Page 3 of 3

Office of Congressional Affairs

JEH Building Room 7252

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

6/14/2005
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bé
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bé

b7C
OGC) (FBI)
From: | |(Divo9) (FBI)
Sent: Monday, March 08, 2004 2:33 PM
To: BOWMAN, MARION E. (Div09) (FBI); (Div09) (FBI)
E; Curran, John F. (Div09) (OGA) :
Subject: FW. PATRIOT ACT SUNSET PROVISIONS

. . DECLASEIFIED BY 65179 DMH/CLE
Sensitivity: Private . oN 07-07-2005

CA# 05-Cv-0845

UNCLASSIFIED

NON-RECORD '
FYI

————— Original Message--—--- b6
From: ) b7C
Senf rmTTTT——T=rr————>104 1:16 PM

To: l(nivaoy (FRTY .

| (pivo9) (FBI); (Div09)

Cc:
(FBTIA (RH); MANN, PHILIP J. (NF) (EBIi:l |ZD1VO9) (FBI);
T OT ACT SUNSET PROVISIONS :

Sensitivity: Private

b5
bé

b7C
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NON-RECORD

See the attached EC that was uploaded today. See 66F-HQ-1364260-5.
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ALL THFORMATION CONTAINED
Message . HEREIN I% UMCLASSIFIED Page 10of1
DATE 03-06-2005 BY 685179 DMH/CLS

CA# 05-CV-0845

OGC) (FBI) b6

' b7C
From: Caproni, Valerie E. (Div09) (FBI)

Sent:  Thursday, March 04, 2004 3:33 PM

To: | L(Div0o\ (FBI); WAINS : ROWMAN, MARION E.
Y ; Div09) (FBI) Div09) (FBI); Curran,
John F. (Div09) (OGA); MUELLER, ROBERT S. IlI

Subject: Section 215 of the Patriot Act

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

SENSITIVE BUT UNCLASSIFIED

b5
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(OGC) (FBI)

bé

Friday, Fepruary 13, ZOCAJSJ.&_EM_I b7C  ALDL INFORMATION COMTATHNED
BOWMAN. MARION F.- HEREIN IS UNCLASSIFIED

| DATE 08-07-2005 BY 65173 DMH/SCLS

TPending I1SSUE Papers CR# 05-CV_0845

director issue civiiberty
paper.wpd (8 KB... issues.wpd (15 KB)

Attached are two papers I did on impact of post 9/11 FBI
investigations and Patriot Act on civil liberties and effect on mosques and libraries for
the general counsel that may be suitable to go into issue papers. I also have some stuff
on use of other PA provisions on FBI investigations and am seeking some more--when I get
that I'll put it together and send it to you.

b6

b7cC

————— Original Message-----

From: BOWMAN, MARION E.

Sent: Wednesdav, Februarv 11, 2004 1:44 PM
" To: b7C

SubJect: EW: Pending lssue Papers

bé

Can your three put your heads together on this?

————— Qriginal Message————-—

bé

jary 11, 2004 1:56 PM  yp7c
BOWMAN, MARION E.
SubJject: Pending Issue Papers

Gentlemen,

Sorry to ask this of you, CTD needs some help putting together "Issue Papers" for the
Director's upcoming testimony before the Senate & House Appropriation Committees regarding
the FY2005 budget.

The hearings are open to the public, and therefore unclassified. Two of the topics
we need help with deal with issues that NSLB has an intimate knowledge of. The first
being FISAs, which we need an overview of the improvement made in the past year, what
legal limitations we face, and any issues we may have with training as it relates to
FISAs.

The second topic that needs to be addressed is the PATRIOT ACT, as it relates to:
1. How it has helped the FBI/Use of Expanded Authorities

2. Civil Liberties

3. Libraries

4. Mosques

I have been tasked to find this information and put it together for the front office
by next Wednesday, 02/18/2004. Would someone from your Division be able to assist on
these two issues? I want to make sure it is right with NSLB.

Thank You,




ssa| | b2
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ALL INFORMATION CONTATIMNED
HEREIM I8 UNCLASSIFIED
DATE 09-07-2005 BY A517% DMHSOLS

CA# 05-CVv-0845

Impact of the Patriot Act on Libraries/Bookstores and Mosques

Libraries/Bookstores: Despite media reports to the contrary, nothing in the Patriot Act is directed
at or even mentions libraries or bookstores. Section 215 does permit the FISA Court to issue an
order to produce "tangible things," including business and other records, in support of a foreign
intelligence or international terrorism investigation. It also prohibits notice to the customer
whose records are ordered produced.

This section has not vet been used at all and therefore there has been no actual impact oh libraries
or bookstores.

1S authority cannot and will not bE us€d 10 monitor tn€ reading ndpits

OT TibTary patrons or cven those of certain groups or members of certain organizations. If used, it b5
would be used in a specific case for a specific.individual and based on a valid investigative
reason. For example] |

Therefore, if Section 215 were ever used to obtain patron records from a library or bookstore, its
impact would be case specific, fleeting, isolated and, in the end, inconsequential to the day-to-
day business of the Nation's libraries and bookstores.

b5

b5




* Issue: Whether the FBI is using its new powers under the AG Guidelines to monitor the
activities of lawful demonstrators/protestors under the guise of fighting terrorism.

* Issue: Whether Section 215 of the Patriot Act permits the FBI to subvert due
process by collecting information about Americans without notice or the opportunity to
challenge the collection in a court of law.

Comment: Section 215 of the Patriot Act permits the FISA court to issue an
order to a third party owner/custodian of records pertaining to a party to produce those records
in support of a national security investigation and, in addition, to prohibit notice to the party.
This section (which has not been used to date) not only contains built-in judicial and
congressional (requires reporting to Congress) oversight, it may only be used in support of a
duly authorized and open national security investigation and must be viewed in the context of the
other federal laws that regulate the collection of information. The Privacy Act is still alive and
well and prohibits the collection and retention of personal information except for valid law
enforcement purposes. Moreover, basic due process still requires that, before any such
information can be used to the detriment of any person, that person will have his or her day in
court to contest the information and the manner by which it was collected. The Patriot Act did
nothing to change this basic tenet of American law. Finally, the no-notice provision, in addition
to being essential to the FISA process, is, in practice, not much different than the use of federal
grand jury subpoenas. Although the recipients of these subpoenas may resist compliance and
gain access to court to state his case, the party to whom the records pertain has no such right,
has no right to be notified that his/her records are sought, and a court may in fact prohibit notice
to the party. Many such subpoenas are issued in the case of parties who are never indicted and
therefore never know that their records were seized.

* Issue: Whether Section 213 of the Patriot Act violates the constitutional rights of
citizens by authorizing a judge to delay the required notice of the execution of a Rule 41
search warrant for a reasonable time.

Comment: This section is merely a codification of the delayed notice or "sneak
and peak” warrant already approved by the federal judicial system. The courts have found that

bs




notice of the execution of a search warrant is not a constitutional requirement and have found
that a reasonable delay of notice does not undermine Rule 41's requirement that notice be
provided. All Section 213 did was codify existing law. In addition, it made it clear that delay
must be for good cause, as must any extension of delay originally granted, and, finally, that any
such warrant may not authorize the seizure of any property. The longest delay known to us at
OGC has been 90 days but, again, the judge must be satisfied that delay and its particular length
are justified by the reasons offered by the agent. In the end, all of this process will be exposed
-and the defendant will have the opportunity to contest the delay and seek a remedy.

* Issue: Whether the FBI is collecting criminal evidence for prosecution using the
national security intelligence collection processes of the Patriot Act with their lower
standards and the absence of a criminal predicate. This is one of the fundamental
criticisms of both the Patriot Act and the other post 9/11 regulations, directives, and
guidelines. In summary, it is that because the "wall" between criminal prosecutions and
national security investigations has been torn down, it will be easier for the government to
collect information using national security legal process (NSLs, FISAs, foreign intelligence
methods) which do not require a criminal predicate and turn that information into
criminal evidence for prosecution--evidence that could not have been obtained through
criminal process and which before the Act could not have been used to prosecute.

Comment: One answer fo this is that, in fact, under the FISA statute,
information obtained through the FISA process and other means always could have been used to
prosecute and, in many instances, has. Espionage prosecutions, for example, have seen this.
The Patriot Act and ensuing guidelines just makes it easier. Another answer to this is that,
although the wall has come down and information sharing between the IC and prosecutors is
easier, the burden of the prosecutor to prove his case through admissible, reliable, and properly
authenticated evidence has not changed. In addition, the rights of the defendant to contest the
evidence and the manner by which it was obtained was not affected by the Patriot Act. A third
answer is that, although no criminal predicate is required, each of these national security
processes has threshold criteria--such as probable cause for a FISA warrant--that are
comparable to those in a corresponding criminal process. A Section 215 order compares
roughly to a FGJ subpoena (plus judicial approval); an NSL for subscriber records ro a FGJ or
admin subpoena; a delayed-notice search warrant to a FISA physical search order.

* Issue: Whether the FBI's comprehensive data bases of known or suspected
terrorists includes ordinary citizens and resident aliens whose names and identities are
- included by mistake and who have no recourse when they are denied travel and other basic
rights.

Comment: The data bases that are, and will be, established pursuant to the
Patriot Act's requirement to track foreign terrorists and the President’s creation of the Terrorist
Threat Integration Center (and the Terrorist Screening Center) have many contributors--not just
the FBI. For the FBI's part, internal policy will restrict the input of personal data to known or
suspected terrorists who are the subjects of duly authorized FBI national security investigations.
In other words, the same criteria and predication in the Attorney General Guidelines that




|OGC) (FBI)
. | I ALL TNFOEMATTION COMTATHED
From' HEREIM I8 UNCLAZSIFIED
Sent: Wednesday, February 11, 2004 4:50 PM DATE 09-D1-2005 BY 65179 DMH/CLE
S _ ry

zz'_ CA# 05-CV-0845

. bé
Subject:

b7C

I:I:ad a good thought about how to get what OLP wants to prepare for the "sunset." Attached is a draft of an EC that

we sent out in June 2002 about the Patriot Act to all Fos. In it, we say that several provisions would sunset unless renewed
and for that reason offices were "encouraged" to keep records of their use of these provisions. In addition, CDCs were
advised to do that at the CDC Conference and given a handout of what provisions would sunset and again asked them to
keep examples of their usefulness and to send them to ILU. We haven't received any.

We should do an EC from a senior HQ official (you'll do or the DD) reminding the Fos of this earlier advice and then

tasking them (SACs/ADICs) to collect stats/examples or at least to summarize in a narrative the value of each provision
and why it should stay alive. | can write that if you want.

In addition, DOJ (OEOQ) should have stats on the 203/905 dissemination of FGJ and T-3 info to the IC and we could refer
OLP to them. Also, we do have some stats about § 212 (voluntary emergency disclosure of e-mail content by an ISP) in

my office. Perhaps, as well, OLP could be directed to OIPR for some of the FISA sunset provisions--214 (pen/trap trace),
206 (roving FISAs).

bé

b7C




Message ' Page 1 of 2
s%’r

(0GC) (FBI)

From: OGC) (FBI) be
Sent:  Thursday, March 17, 2005 2:37 PM i
To: 0GC) (FBI)] loGe) (FI)
TOGCT(FBT '
Ce: | koce (eanl . (0Ge) (FBI
OGTY FET] [OGCTFBI);
OuU)\rFDI) ) - ‘ . '
Subject: RE: Patriot act provision re: public libraries : '
UNCLASSIFIED
NON-RECORD .
s
| Since the passage of the Patriot Act, we know that there was one NS or certain i
re

cords. 1.can dig up the example if you need it. There have been no business records served on libraries (or b3
bookstores for that matter). b6

I b7C

----- Original Message-----
From{ lOGC) (FBI)
Sept: 17, 2005 1:00 PM
To (OGC) (FBI) | (0Ge) (FBI) [oGe)
(FBO . -
Ce focc) (FeI)| (o) (FBI) kogc)
(FBI) KOGC) (FBI)] (OGC) (FBI
(OGC) (FBI)
Subject: RE: Patriot act provision re: public libraries b6
biC
'UNCLASSIFIED
NON-RECORD
| mean business records request (Section 215). Right bE
_____ O "ainal Mecgane___-—
From (OGC) (FBI) prc
Sent: Thursday, March 17, 2005 12:55 PM
To (0GC) (FBLY| l(oGec) (FBI)
Cc GC) (FBI)])_ [CaGC) (FBI)| GC)
(FBI OGC) (FBI (OGC) (FBI)] GC)
(FBI (OGC) (FBly

Subject: Patriot act provision re: public libraries

UNCLASSIFIED
NON-RECORD

CTD is assisting Office of Congressional Affairs prepare the Director for testimony re: patriot act and its
sunset provision (December, 20057). You are probably going to be getting questions about success
stories related to the changes made by the Act. One question | have gotten is about the provision
permitting the FBI to review records at a public library. CTD is having difficulty determining if this was ever
utilized. Does anyone know?

| haven't even been able to determine what the procedure would have been for anyone seeking to use this
provision, does anyone know what the process would be?

DATE: 17—3”"?””5 o ) ALL THFORMATTON CONTATMED
CLASSIFIED BY 65179DMH/baw 05-cv-0845 HERETH T3 UNCLASSTFIED EXCEDT

REASON: 1.4 (0] WHERE SHOWN QTHERWIEE
DECLASEIFY ON: 12-30-2030 S ET -

6/14/2005




Message

5@@:7

NSLB -CILU 1
LX 1 room
Outside #
Interna
Pager:

| #:

UN SSIFIED

6/14/2005

SECEET

b2
bé

b7C

Page 2 of 2




Message ' ' Page 1 of 3

lOGC) (FBI)

From: OGC)(FBI) bé
Sent: __ Thursday, March 17, 2005 1:01 PM bic
To: (CTD) (FB))
Ce: e erl OGC) (FBI)
TOGCY{FB OGC) (FBI) '
Subject: Follow-up Re Director's Senate Testimony ALL INEORMATION CONTAINED

HEREIN I35 UMCLAZSIFIED
DATE 092~01-Z200E5 BY £5178% DME/CLS
SENSITIVE BUT UNCLASSIFIED CA# C5-CV-0845

NON-RECORD

bé

b7C

Here's some additional guidance beyond that which OCA offered (below).
Some eXampIes of PATRIOT Act success that may prove helpful:

- Sharing grand jury, Title lll, and criminal investigative information. [Sec. 203 was
intended to eliminate barriers to timely sharing of information between criminal investigators
and other entities (e.g., the IC, ICE, DoD, etc.) involved in the protection of national security. It
gave the FBI full discretion to share criminal investigative information, regardless of its source,
whenever it involves foreign intelligence information.] bl b2, BIE

- "Roving" FISA ELSUR authority. [Sec. 206 was intended to counter a FISA target's
>feat ELSUI
avoiding the

- Changes in FISA_PRITT autharitv [Sec 214 eliminated ane of the showinag that wag

previously required--i.e

TNOW, TTE TOCUS 1S SIMpPTy o rerevarnce o arr - b2

MVESTYATIoNT.]

- Changes in FISA business records authority. [Sec. 215 assists the FBI in compeliing
production of business records. Previously, the FBI encountered situations in which holders of
-relevant records refused to produce them absent a subpoena or other compelling authority.
Now, the FBI can seek a FISA court order { i i
-of things now attainable are much broader

- = Also, if your folks happen upon any instances in which library records were obtained, ,

that information would likewise be helpful. —

Again, sincere thanks to you and your folks for all your help.

6/14/2005




Message - Page 1 of 1

EGC) (FBI)
bé
From: | DGC) (FBI) b7C

Sent: - Monday, March 21, 2005 2:13 PM
To: OGC) (FBI) DGC) (FBI)
Subject: Revised PATRIOT Act Director Testimony
Importance: High

ALL THEORMATTION CONTATNED
HEREIN IZ UNCLASZEIFIED
DATE B2-01-2005 BY 65179 DHH/CLE

UNCLASSIFIED ' | CA# 05-CV-0845
NON-RECORD

See attached.

UNCLASSIFIED

6/14/2005




. ALL THEORMATTON :‘.ONT}\,INE‘D
HEREIN L3 UNCLABEIFIED
REVISED 3/21/05 e

O08-01-2005 BY &517Y DMH/CLE

CA# 05-CV-0845

FBI
Office of General Counsel
National Security Law Branch

March 21, 2005

The Office of General Counsel has prepared this draft testimony at the request of
the Office of Congressional Affairs. This request was received by the author of the draft
on March 16, 2005 and the author was required to complete this draft on March 21, 2005.
The Office of General Counsel does not have access to th ary of testimony given
on this subject and must rely on the Office of Congressm to ensure that all
testlmony is consistent with prior testimony given b the Di %%% other sen1or FBI




REVISED 3/21/05

b5




REVISED 3/21/05

»TO FIGHT TERRORISM

the TRIOT Act has been invaluable in providing
i errorlsm in the 21* Century This committee has

protecting Aﬁl’@% further terrorist attacks.

b5




REVISED 3/21/05

Administrative Subpoenas

b5




b3

REVISED 3/21/05

For many years, the FBI has had administrative subpoena authorlty for 1nvest1gat10ns of
crimes ranging from drug trafficking to health care fraud to child exploitation. Yet, when
it comes to terrorism investigations, the FBI has no such authority.

Instead, we rely on two tools — National Security Letters (NSLs) and orders for
FISA business records. Although both are useful and important tools in our national
security investigations, administrative subpoena power would greatly enhance our
abilities to obtain information. Information that may be obtainédthrough an NSL is

the most effective process to undertake. Furthe
affecting the FBI’s ability to share information ¢
subpoena power would be a valuable complemc

ar’ agamst terrorism cannot be overstated.
esses. By respon51bly usmg the statutes

very real threat t
granting further
the FBI administi
efficient in its Counté

ed by terrorists and their supporters. In addition, by

s to the Foreign Intelligence Surveillance Act and by giving
ubpoena authority, Congress will enable the FBI to be more
errorism efforts. Thank you for your time today.




Message Page 1 of 1

(OGC) (FBI)
From: | | (OGC) (FBI) b6 ATT, TNFORMATTOM COMTATHED
Sent:  Wednesday, March 23, 2005 9:27 AM  b7¢ | DATE 09-01-2005 BY 63179 DMH/CLS
To: Caproni, Valerie E. (OGC) (FBI) - CA# 05-CV-(0845
ce: | loce) (FB OGC) (FBI)

Subject: Updated Draft Director's Senate Judiciary Testimony on PATRIOT ACT

UNCLASSIFIED
NON-RECORD

Valerie:

bsked me to make a few more tweaks and then to e-mail the attached to you.

bé
Thanks, b7C

Assistant General Counsel

National Security Law Branch b2
FBIHQ Room 7975 b6
Direct Lines

Unclassified Fax: b7C
Secure Fax | ' i
UNCLASSIFIED

6/14/2005




Message Page 1 of 2

(OGC) (FBI)

 b7C

From: OGC) (FBI)
Sent: Wednesday, March 30, 2005 8:05 AM

To: (OGC) (FBI OGC) (FBI
; , JULIE F. (COooyon

Subject: FW: Roving Authority

ALL INFOEMATION CONTATIMED
HEFEIMN IE UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED . DATE 09-01-2005 BY 651732 DMHS CLS

NON-RECORD CA# 05-CV-0845
Please note:
The number of Section 208 orders since the Patriot Act's signing to date ST b1

National Sccurity Law Policy and Trammg Unit

FBI HQ Room 7975

STU III |_

Unclassified Fax: (202) 324-1023 b2

Secure Fax: (202) 324-9361 b6

----- Original Message----- b7C

From | (OGC) (FBI)

Sent: Monday, March 28, 2005 4:36 PM

Tol JOGC) (OGA)

C [OGC) (FBI) kOGC) (FBD)
S Tl R, ority

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Perfect. Thanks.

b&

..... Or' i ————
From:l OGC) (OGA) b7C
Sent: Monday, Marc 2 4:03 PM

To DGC) (FBI)
Cc [OGC) (FBI)| (OGC) (FBI)
Subject: RE: Roving Authority

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

e Patriot Act's signing to date i Does that give you what you need? Let me know if not|
[S] b1

_____ Orici
From OGC) (FBI). b6

bIC

just answered a similar qpestiag via an email from Valerie. The number of Section 20(ﬁnce

6/14/2005
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Message | Page 2 of 2

Sent: 510:10 AM
To 0GC) (OGA b6
Ccil 0GC) (FBI) (OGC) (FBI) e

Subject: Roving Authority

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[ 1]

| am writing to follow up on a phone conversation | had witl last week before she left for
vacation. Valerie Caproni has asked NSLB toﬂe how many times FISA Roving authority

has been granted since the change in the law old me that you were compiling that
information and other, similar, statistics. When you get the number, could please send it to us?

b6

Thanks for your help. b7C

Assistant General Counsel

National Security Law Branch bé
FBIHQ Roqm 7975 bIC
Direct Line:
Unclassified Fax: 202.324.1023
Secure Fax: 202.324.9361

SENSITIVE BUT UNCLASSIFIED

‘SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

6/14/2005
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ALL INFORMATION COMTATNMED
HEREIM IS UNCLASSIFIED

% ) '.’;‘ DATE (O8-15-2005 BY A51792DMh/1r2 rfaai»rlB—[’f\"—rlFMS
bé , b7C
[(oGC) (FBI)
From: (NK)(FBI) bé , bIC
Sent: Tuesday, March 22, 2005 11:18 AM
To: —

Subject: RE:

UNCLASSIFIED
b6 , b7C

6/21/2005




Message : Page 2 of 3

fe

NON-RECORD

CDCI/ADCs: The article regarding FISA, library records, and the USA Patriot Act, despite containing numerous bé
mistakes about FISA and about the Patriot Act, seems well intentioned and attempts to strike a balance and be bIC

fair. The author, Katherine Coolidge, appears to be a law librarian with Bulkley, Richar,
and it further appears she may have written the article as an independent study project

| She tries to alleviate the concerns of tThe American Library

Association and finds fault with several provocative and incorrect statements made by ALA Associate Executive
Director Emily Sheketoff. She also clearly takes exception, as well, to several provocative statements made by
former AG Ashcroft, especially those statements he made in a speech before the National Restaurant
Association, where he derisively dismissed the concerns of librarians regarding FBI use of the FISC to obtain
library records.

Her many inaccurate statements regarding FISA and the FISC seem to have been obtained from her
interview with Kevin O'Connor, US Attorney for the District of Connecticut. According to one of Coolidge's
footnotes, John Danaher, an AUSA in the District of Connecticut who specializes in foreign intelligence - .
investigations, participated with Mr. O'Connor in the interview. So that might be why she got some thmgs correct
At any rate, despite the many errors the article should alleviate the concerns of librarians that the FBI is using
FISA to obtain I|brary records, and also to emphasize that the FISC is nota rubber stamp for FBI surveillance.

In summary, her two human sources of information regarding FISA were people (Sheketoff and
O'Connor) that don't know too much about FISA (especially Sheketoff). Mr. O'Connor might know more about’
FISA, and Coolidge may just have gotten it wrong. I'll end with two quotes from Coolidges article:

"Misinformation is destructive and undermines the security of everyone."

"While a wholesale abdication of civil rights without question would be absurd, so too is an alarmist
mispresentation of information about the operation of the USA PATRIOT Act and the FISC process."

CcDC
Newark b6 , bTC

----- Original Message----- . bé , b7C
e E— R

Sent: Monday, March 21, 2005 11:54 AM

Toi

6/21/2005 b6 , biC
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R

-

Subject:

UNCLASSIFIED
NON-RECORD b6 , bIC

UNCLASSIFIED

UNCLASSIFIED

6/21/2005
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IS b6 , b7C ‘

| |(OGC) (FBI)
From: | |(0GC) (FBI) b6
Sent:  Monday, January 10, 2005 4:04 PM B7C
To: | lloce) (Fei):
ALL THFORMATTION CONTATNED
Subject: RE: tax information HEREIN IS UNCLASSIFIED
DATE 08-13-2005% BY &317%DMH1r:Z Ca#ES-C"J—DB%?,
UNCLASSIFIED
NON-RECORD
Thanks!

-7 =-2--Original Message-----
e From: fosc) (FBI)
Sent: } 005 4:01 PM
b7C To: iOGC) (FBI)

Subject: RE: tax information ‘ b3 /FGI
UNCLASSIFIED \ b3
NON-RECORD '
pik
b3 /FGJ
----- Original Message-----
b5 From: (OGC) (FBI)
. Sent: Monday, January 10, 2005 3:46 PM b6
To [(OGC) (FBI) b7C
- Subject: FW: tax information :
UNCLASSIFIED
NON-RECORD
s pes
bé Here's more info re that tax issue we discussed last week.llre
b7c See below. What do you think? Thanks for your meTp:

[ ]

----- Original Message-----

From: (DE) (FBI)

Sent: Monday, January 10, 2005 3:20 PM bé
To;| KOGC) (FBI) b7C

6/21/2005




tl“\/lessage

b3 /FGT

b5

bé

b7C

k& , b7C

bé , b7C
b5

6/21/2005

Page 2 of 4
ccy kDE) (FBI) be
Subject: RE: tax information b3 /FGJ
b7C b5
UNCLASSIFIED
NON-RECORD bé
: b6 , bIC b7¢
Forgive me for my ignorance, and thanks for the follow-up - | really appreciate it! | |
Thanks . b3 /FGJ
1 | b5
b6 -
' bIC
----- Original Message-----
From{ (OGC) (FBI) b6
Sent: Friday, January 07, 2005 2:47 PM ' bIC
To:| |(DE) (FBI)

Subject: FW: tax information

UNCLASSIFIED
NON-RECORD

:l See below regarding your question. Does that help at all?

[

From |(0GC) (FBI)
Sent: Friday, January 07, 2005 2:43 PM beé
To:| OGC) (FBI)

biC

Subject: RE: tax information

UNCLASSIFIED
NON-RECORD




Message
|

bS
bé

biC

- 6/21/2005

be

b7C

pik

Page 3 of 4
----- Original Message-----
From1 !OGC) (FBI) be
Sent: Friday, January 07, 2005 2:36 PM
To:| |(0GC) (FBI) b7C
Subject: RE: tax information
UNCLASSIFIED
NON-RECORD
Thanks| Il
----- Original Message-----
From; [OGC) (FBI)
Sent: Friday, January 07, 2005 12:15 PM
To:| [OGC) (FBI) b6
Subject: tax information ‘b1C
UNCLASSIFIED
NON-RECORD
IT—__IZG USC 6301 (i){1)(A), Disclosure to federal officers or employees for
administration of federal laws not relating to tax administration - disclosure of

returns and return information for use in crminal investigations -- provides
that
"any return or return information with respect to any specified taxable period or
periods shall, pursuant to and upon the grant of an ex parte order by a federal
district court judge or magistrate under subparagraph (B) [which describes the
application that needs to be filed] be open (but only to the extent necessary as
provided in such order) to inspection by, or disclosure to, officers and
employees of any federal agency who are personally and diretly engaged in:

(i) preparation for any judicial or adminsitrative proceeding pertaining to the
enforcement of a specifically designated Fedearl criminal statute (not involving
tax administration) to which the US or such agency is or may be a party,

(i) any investigation which may result in such a proceeding, or

(iii) any federal grand jury proceeding pertaining to enforcement of such a
criminal statute to which the US or such agency is or may be a part,

solely for the use of such ofﬁcérs and employees in such preparation,
investigation, or grand jury proceeding.

(B) discusses the procedures and says that upon application by a prosecutor,
the judge or magistrate may grant the order if he determines that

"(i)there is reasonable cause to believe, based upon information belleved to
be reliable, that a specific criminal act has been comitted,

(i) there is reasonable cause to believe that the return or return information is
or may be relevant to a matter relating to the commission of such act, and

(iii) the return or return information is sought exclusively for use in a federal

- criminal investigation or proceeding concerning such act, and the information

sought to be disclosed cannot reasonably be obtained, under the
circumstances, from another source.” /

b5
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d .

b5

Page 4 of 4

b5

pik

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

6/21/2005




ALTL, INFORMATION CONTATHED
HERETIM I8 UNILABSIFIED
- DATE 0&8-15-2005 BY 65317920MH/1lr2 Ca# 05-Cv-0845
i ! - n
(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 02/27/2004
To:  All Field Offices Attn: SAC/ADIC
FBIHQ, Manuals Desk
All Legats Attn: Legat
Counterterrorism : Attn: AD Gary Bald
Criminal InveStigative Attn: AD Grant D. Ashley
Cyber . Attn: AD Jana D. Monroe
. " ‘ b2
Counterintelligence - Attn: AD David W. Szady
bé
From: Office of the General Counsel bIC
Investigati W 7326
Contact
Approved By: Caproni Valerie E\{L’
Curran John vt :
Kelley Patric W%MW Lf b6
7 b7C
Drafted By: | |

Case ID #: 66P-HQ-C134266—(Pemdingy—(,(F-//@ — / 364260 =5
66F-HQ-C1384970 — 7504

Title: USA PATRIOT Act
Sunset Provisions

Synopsis: Many of the invest:gative tools created by the USA PATRIOT Act will sunset or
expire on December 31, 2005 unless Congress acts otherwise. Details on the use of these tools
are necessary to assist in justifying the continued need for these investigative tools. Offices are
to provide the Investigative Law Unit, Office of the General Counsel (OGC) with statistics, good
examples, or, at the very least, a brief narrative summarizing the benefits the off1ce has received
from these provisions by Marchi, 2004.

Reference: 66F-HQ-1085160- Serial 57

Details: The USA Patriot Act contained numerous provisions which are scheduled to sunset on
December 31, 2005 unless Ccngress acts otherwise. The DOJ and the FBI are now beginning the
process of gathering evidence to demonstrate the use of these investigative tools. Specific
instances where these provisions were of assistance to achieve investigative or prosecutorial
goals will be instrumental in securing their renewal. For this reason, in June of 2002, when the
OGC issued guidance on the provisions addressing investigative issues (see above referenced
EC), it encouraged offices to keep records of the effective use of these tools. The EC also stated




To: All Field Offices From: Office of the General Counsel
Re: 66F-HQ-C134260, 02/27/2004

that "important information to be rnaintained includes both the number of times the investigative
tool was effectively used and specific information on noteworthy cases." This type of
information will be critical in defending the need for these tools. If we do not take the time to set
forth a strong defense complete with real examples of the effectiveness of these tools, Congress
may let some or all of these investigative tools expire, thus reducing our arsenal against terrorism
and other serious crimes.

In this regard, offices are requested to provide statistics, good examples, or, at the
very least, a brief narrative summarizing the benefits the office has recelved from these
provisions. The information should be forwarded to the Investigative Law Unit, Office of the
General Counsel (Room 7326) by March 19, 2004. Thereafter, offices are encouraged to
continue providing the Investigative Law Umt new information on the use of these provisions as
it becomes available. Many of the provisions scheduled to sunset are described below.

- Additional information is available on each provision as noted in the description below or in the
above referenced EC.

A Voice Mail - Section 209 of the Act enabled law enforcement to obtain all voice
mail which is stored by a communications provider, including unopened voice mail, using the
procedures set forth in 18 U.S.C. §2703 (such as a search warrant). This also applies to other
wire communications as defined by the statute. Voice messages stored and in the possession of
the user, such as messages on an answering machine, are not covered by this statute. b5

| See 18 U.S.C. § 2510; 18

U.S.C.§ 27035,

Nationwide Search Warrants for E-mail and Associated Records - Section 220 of
the Act enabled courts with jurisdiction over an investigation to issue a search warrant with
nationwide jurisdiction to compel the production of information held by a service provider, such
as unopened e-mail. Previously, the search warrant had to be issued by a court in the district
where the service provider was located. See 18 U.S.C. § 2703.

Voluntary Disclosures - Section 212 of the law explicitly permits, but does not
require, a service provider to disclose to law enforcement either content or non-content customer
records in emergencies involving an immediate risk of death or serious physical injury to any
person. This voluntary disclosure, however, does not create an affirmative obligation to review
customer communications in search of such imminent dangers. This provision also allows a
communications service provider to disclose non-content records to protect their rights and
property. This portion of the provision will most often be used when the communications service
provider itself is a victim of computer hacking. See 18 U.S.C. § 2702(b) & (¢)(3); 18 U.S.C. §
2703(c)(2)(F).

For about ten months (January 2003-November 2003) there was a mandatory
reporting requirement for the receipt of content information (usually e-mail content) under this
emergency disclosure provision. (See the Homeland Security Act and EC 66F-HQ-C1384970
. Serial 501.) During that time, offices were only required to report the number of e-mail
messages that were received under this voluntary disclosure provision. Offices were not required
to report the receipt of records and were also not required to provide case information. For this -
reason, it would be beneficial for offices to now report more detail on these voluntary

o




To: All Field Offices From: Office of the General Counsel
Re: 66F-HQ-C134260, 02/27/2004

‘disclosures. Examples where voluntary disclosures led to valuable foreign intelligence or arrests
would be particularly helpful.

Information Sharing - Section 203(b) & (d) of the Act provided new information
sharing capabilities between criminal and intelligence investigations for foreign intelligence
information and information obtained via a Title Il electronic surveillance. (See EC 66F-HQ-
A1247863-71 dated 10/26/01 for additional information.) Recognizing that this tool has become
a regular part of how the FBI operates, especially in terrorism cases, no statistics are necessary.
However, case examples that demonstrate the importance of this tool should be provided.

Intercepting Communications of Computer Trespassers - Section 217 of the Act
clarified an ambiguity in the law by explicitly providing victims of computer attacks the ability to
_invite law enforcement into a protected computer to monitor the computer trespasser’s _
communications. Before monitoring can occur, however, four requirements must be met. First,
consent from the owner or operator of the protected computer must be obtained. Second, law
enforcement must be acting pursuant to an ongoing investigation. Both criminal and intelligence
investigations qualify, but the authority to intercept ceases at the conclusion of the investigation.
Third, law enforcement must have reasonable grounds to believe that the contents of the
communication to be intercepted will be relevant to the ongoing investigation. And fourth,
investigators must only intercept the communications sent or received by trespassers. Thus, this
section would only apply where the configuration of the computer system allows the interception
of communications to and from the trespasser, and not the interception of non-consenting
‘authorized users. ‘Additionally, based on the definition of a “computer trespasser,”
communications of users who have a contractual relationship with the computer owner may not
be monitored, even if their use is in violation of their contract terms (i.e. spammers). See 18

U.S.C. § 1030(e)(2); 18 U.S.C. § 2510 (20) & (21); 18 U.S.C. § 2511 (2)(1).

Expanded Predicates for Title III - Sections 201 & 202 of the Act expanded the
predicate offenses for Title III to include crimes relating to chemical weapons (18 U.S.C. § 229),
terrorism (18 U.S.C. §§ 2332, 2332a, 2332b, 2332d, 2339A, and 2339B), and felony violations
of computer fraud and abuse (18 U.S.C. § 1030). See 18 U.S.C. § 2516.

Roving FISA Surveillance - Section 206 amended FISA to allow the Court to issue
a “‘generic’ secondary order where the Court finds that the “actions of the target of the
apphcatxon may have the effect of thwarting the identification of a specified person.” This means
that, when a FISA target engages in trade craft designed to defeat electronic surveillance, such as
by rapidly switching cell phones, Internet accounts, or meeting venues, the Court can issue an
order directing “other persons,” i.e., the as yet unknown cell phone carrier, Internet service
provider, etc., to effect the authorized electronic surveillance. Even if the target is not engaged in
obvious trade craft, we can obtain such an order as long as the target's actions may have the effect.
of thwarting surveillance. This allows the FBI to go directly to the new carrier and establish
surveillance on the authorized target without having to return to the Court for a new secondary
order. For additional information see EC 66F-HQ-A1247863-71 dated 10/26/01. Any examples
where roving authority has been obtained and utilized to gain valuable foreign intelligence
should be provided.

New Standard for FISA Pen/Trap - Section 214 of the Act eliminated the
requirement that the FISA pen/trap order include specific and articulable facts giving reason to
believe that the targeted line was being used by an agent of a foreign power, or was in.

(V3)




To: All Field Offices From: Office of the General Counsel
Re: 66F-HQ-C134260, 02/27/2004

communications with such an agent, under specified circumstances. FISA pen/trap and trace
orders are now available whenever the FBI certifies that “the information likely to be obtained is
foreign intelligence information not concerning a United States person, or is relevant to an
ongoing investigation to protect against international terrorism or clandestine intelligence
activities, provided that such investigation of a United States person is not conducted solely upon
the basis of activities protected by the first amendment to the Constitution.” For additional
mforrnanon see EC 66F-HQ-A1247863-71 dated 10/26/01.

Changes to "Primary Purpose” Standard for FISA - Section 218 changed FISA to
- require a certification that foreign intelligence be "a significant purpose” of the authority sought.
Section 504 amended FISA to allow personnel involved in a FISA to consult with law
enforcement officials in order to coordinate efforts to investigate or protect against attacks,
terrorism, sabotage, or clandestine intelligence activities, and that such consultation does not, in
itself, undermine the required certification of "significant purpose." |

[For additional information see EC 66F-HQ-A1247863 Serial 71 dated 10/26/01.

‘While no statistics are required for this provision, case examples and brief narratives on the
benefits of this provision are sought. :

New Standard for Business Records under FISA - Section 215 changed the
business records authority found in Title V of FISA. The old language allowed the FISA Court
to issue an order compelling the production of certain defined categories of business records
~ upon a showing of relevance and “specific and articulable facts™ giving reason to believe that the

person to whom the records related was an agent of a foreign power. Section 215 changed this
standard to simple relevance (just as in the FISA pen register standard described above) and gave
the Court the authority to compel production of “any tangible things (including books, records,
papers, documents, and other items) for an investigation to protect against international terrorism
or clandestine intelligence activities, provided that such investigation of a United States person is
not conducted solely upon the basis of activities protected by the first amendment to the
Constitution.” This is the same standard described above for Section 214. For additional
information see EC 66F-HQ-A1247863-71 dated 10/26/01.

- All submissions should be made via EC to the attention of]| |
Investigative Law Unit, Office of the General Counsel, FBIHQ Room 7526 bv March
19. 2004, Ouestions should be directed to either Assistant General Counsel

| or Unit Chief]| |

b2
bé
b7C

b5




To: All Field Offices From: Ofﬁce of the General Counsel
Re: 66F-HQ-C134260, 02/27/2004

LEAD(s):
Set Lead 1: (Action)

ALL RECEIVING OFFICES .
Offices are to provide the Investigative Law Unit, Office of the General Counsel
(OGC) with statistics, good examples or anecdotes, or at the very least, a brief narrative
summarizing the benefits the office has received from these provisions by March 19, 2004.

CC: Ms. Caproni
Mr. Kelley
Mzr.-Curran
v
LU-2
b6
b7C
.




ALL INFORMATTON COMTATIMED
HEEEIHN I5 UNCLASSIFIED
DATE 08-15-2005 p¥y E5172DMH/1r2 05-Cv-(C845

INFORMAL NOTE -FOR RETENTION

- 11/9/2004

To: ALL NSLB Employees

RE: PROCESSING OF ALL BUSINESS RECORDS
ORDERS UNDER 50 U.S. C. 1861

After receiving a business records request (215 requests) from the field, NSLB will
review the request to determine if it meets the requirements of law, prepare an application, and
proposed order, and, in addition, review the request to determine if any other federal statute

_arguably governs the release of the records sought. If the NSLB attorney determines no other
federal statute arguably governs the release of the records sought as 1s the case with hotel records
and telephone records, a brief memorandum to OIPR detailing this conclusion should be attached
to the package prior to submitting the package to OIPR. Upon receipt of these "simple" 2135s,
OIPR will endeavor to review and approve them for presentation to the FISC within 48 hours.
Further, if a problem with the package surfaces, OTPR will use its best efforts to voice 1ts legal

‘objection and suggest solutions within this same 48 hour time frame. It is contemplated that
these "simple" requests should occasion few, if any, edits for style. ’

. If the NSLB attorney determines that another federal statute arguably governs the release
of the records sought, he or she should prepare a detailed memorandum outlining what statutes
might apply, their scope with respect to release, and the attorney’s conclusion as to whether 50
U.S.C. 1861 is controlling and will authorize release. This memorandum should be reviewed
‘with the NSLB attorney’s unit chief. If it appears release is not authorized, a letter for my
signature should be prepared explaining our legal reasoning for dissemination to the requesting -
field office. : ‘ 3

- Ifit is the legal opinion of the NSLB attorney and the unit chief that release of the
requested records is authorized, the legal memorandum should be forwarded to OIPR with the -
request for the 215 order. OIPR will use its best efforts to process these requests expeditiously as
well; however, it is understood that these requests requiring, as they do, more extensive analysis
may take more time. As a track record for these requests develops, I will coordinate with OIPR
as necessary to address issues of concern or timeliness. '

This process will need refinement over time. Please forward any suggestions you may
have for improvement to your unit chiefs or to me directly.

Ly

\;—ie F. Thomas

CC: Margaret Skelley-Nolan, OIPR
James A. Baker, OIPR




